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Version INTEGER OHE 3) m m
Serial Number INTEGER NS m m
Isuer X500, RFC5280 24 mo;om
m m
type OIb CCountry)=  printableString, " -
| printableString ololo| 2AzZhe
value L utfBSting 70|Q[9| £8t2 utfString
Vality | A1 I Cosof mom
notBefore UTCTime m m
notAfter UTCTime UE pEIRE B mom
Subject A m m
X.500, RFC5280 &=
type oID =T m m
value printableString Country)= printableString
EEE utf8String 70[2I9] £4752 utfBString
Subject Public Key Info m
algorithm OoID m
subjectPublicKey BT STRING m
Extensions Extensions m
e
. NECCRET
Icy N.1 N
==3 AS type ote g Ha | 2
Authority Key Identifier m | m
Keyldentifier HIAX} TEOI=A{O mom
authorityCertlssuer OCTET STRING SE SRS KeyiD m | m
authorityCertSerialNurmber GeneralNames m | m
INTEGER
Subject Key Identf OCTET STRING subjectPublickey -3
ubject Key Identifier m
ject Key 160H|E. BHAIZL
Digital Signature,
Key Usage BIT STRING o m
non-Repudiation
Certificate Policy
policyldentifier oD TRME BRI SS2BA m | m
policyQualifiers m | m
PolicyQuialifierld oD CPS, UserNotice T
Qualifier
CPSuri , ~ m | m
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NoticeReference m | m
ExplicitText SEQUENCE
pr==Ye] = T 4 =A
BMPStnng OOI_loA-I _-H-_Al-ﬁl7_| =T m m
Policy Mappings
> | issuerDomainPolicy OID
subjectDomainPolicy oD
otherName 7RRIeE= VD m | m
6 |Subject Alternative Names n
rfc822Name 712K O F= o | m|[
TR AJCHO A 01X | S 12 I
7 |lssuer Alternative Names otherName BRMESM RATei=as ni o | m
8 |Btended Key Usage oID ER AR} n| o o P
Basic Constraints
9 | A FALSE X X
pathLenConstraint INTEGER
Policy Constraints
10| requireExplicitPolicy INTEGER
inhibitPolicyMapping INTEGER
11 |Name Constraints
CRL Distribution Point m | m
distributionPoint DistibutionPointName |CRL 215 HE m | m | @
12 reasons n
L ReasonFlags
crUssuer GeneralNames ZIECRL E2A] AR o m
Authority Information Access m | m
13 | accessMethod OoID id-ad-calssuers, id-ad-ocsp n| mj|mjf{
accessLocation GeneralName m | m
[ | MARRE 200 AFRSIIX o= AL non-critical ™ O|20]| critical A A
R |\ TIRIRHE 2ot ARBSHAX} Sh= AR rfB2Name A A1
B |[KCACTSHSMIS| HOtEZ 7|8t He HOIEZ Al&XKid-kisaHSM) AR
4 |urizf2 2 Idap://hostnamel;portnumber]/dn[?attribute] EA! AL
[ | MXRH HOH| ARESIOX} SHe B id-ad-calssuers ‘- #H
SEQISMO| THE AT C1STH 22 L48S TSIt
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0O 71XRe] MAMIESEE
0O 7KL HRMBISAIHA 0|83t FXIME EH4A]
0O 3303AM9l gtz
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# ocdy ASN.T type Note H|Z
e | X2
1 |Version INTEGER XIHH 2) m | m
2 |Signature oID NSy m | m
Issuer X500, RFC5280 % m|m
type m | m
3 oD ((County}= printableString
printableString 1 olelo] AR utfdstring m | m
value EEE utf8String
4 |This Update UTCTime S m | m
5 |Next Update UTCTime FRMBAISAI YA B T m | m
Revoked Gt INTEGER U
. m | m
6 userCertificate UTCTime
Extensions m | m
revocationDate 2
7 |CRL Extensions Extensions m | m|f
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AUthOI’ity Key [dentifier OCTET STRING
| x IEOEE,
| Keyldentfer GeneralNames RIS SSERL | | | m
authorityCertlssuer INTEGER
authorityCertSerialNumber KeylD
MR OIZAIRIX
2 |lssuer Alternative Name otherName s Ef E!%? St nl o|m
3 |CRL Number INTEGER nimj|m
Issuing Distribution Point |ASstring m | m
DistributionPointName BOOLEAN m | m 1]
onlyContainsUserCerts
4 . BOOLEAN c
onlyContainsCACerts
onlySomeReasons glg OSI_TI:B Al\[\li]G . :
IndirectCRL o |/ m 0l
| CRLDP(Certificate Revocation List Distribution Point)2t &2
M Rec 2560 &=
2 |indirectCRLE AtEE [M= BIEA| "TRUE'Z 2
3)CRL QIEZ| SHXZC
. Xjelojs
# =cd ASN.1 type Note C H|1
e | A
1 |Reason Code ENUMERATED nim|m
2 |Hold Instruction Code OID ni o|m
3 |Invalidity Date UTCTime ni o ' m
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ChS &ef ZgLCt

) 7EEE
N NEL RN
# dC ASN.1 type Note oM [ M2l
1 |Version INTEGER oRHT 3) m m
2 |Serial Number INTEGER N m m
Issuer X500, RFC5280 24 mlm
3 type m m
OIb C(Courty)=rintabieString,
value . . m m
printableString
EE= utf8String J0[ejo] £ utfBString
Validty UTCTirme HueleEsl oo maE ™™
4 | notBefore UTCTime m m
notAfter LB F= m m
Subject oD X500, RFC5280 &% m m
e L : . m m
5 P printableString CCountry)= printableString,
value EEE utfString 70|Q[9| £7k2 utf8String m m
Subject Public Key Info oD m m
6 algorithm m m
subjectPublicKey BT STRING m m
7 |Extensions Extensions m m
) sEEe
, e SECERE
=3 ASN.1 type Note C MAHa|
Authority Key Identifier OCTET STRING m | m
Keyldentifier Jlo Oc Ale m | m
1 authorityCertlssuer GeneralNames PRI US 25 A8 m | m
authorityCertSerialNumber INTEGER m | m
bjectPublick HH 9|
2 |Subject Key Identifier OCTET STRING s " m | m
Digital Signature,
3 |Key Usage BIT STRING non-Repudiation m | m
Certificate Policy
policyldentifier oID TRMERBAIRK SS2BM m | m
policyQualifiers _— m | m
PolicyQualifierld oID e m | m
4 Quialifier m | m
CPSuri CPS, UserNotice m | m
UserNotice IA5String m | m
NoticeReference

46




BrplicitText SEQUENCE TRAERBARRIPS T4 mym
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RLIssuer GeneralNames o | m
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