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1. 2 7H(INTRODUCTION)

1.17§ 2 (Overview)

12

Identification)

2A 0| Y9 AlH(Document name and

1.3 PKI # O X}=(PKI Participants)

1.3.1 91&7|2k(Certification Authorities)
13.2 SE7|2HRegistration Authorities)
1.3.3 7} XHSubscribers)

A 2| XHRelying Parties)

OIZ A =8| XI(Certificate Beneficiaries)
13.6 7|Ef &0 X}=(Other Participants)
14 QAE XM 9| &L (Certificate Usage)
141 HES

1= M AR (Appropriate Certificate

Usages)
1411 Jje1& Ol= M (Certificates  Issued to
Individuals)
1412 7|ae Ol= M(Certificates  issued  to

Organizations)

1413 E& £=ZF(Assurance levels)

14.2 91 M A X sH(Prohibited Certificate Uses)

1.5 M Sl (Policy Administration)

151 d* =3 7|2(Organization Administering the

Document)
15.2 A2k EtetXE(Contact Person)

153 Ao cfet CP Hyds EESh= Ai(Person
Determining CP Suitability for the Policy)

1.5.4 CPS £ Q HXHCPS Approval Procedure)

16 Mo &

2F0{(Definitions and Acronyms)

2. AX % KMZEOf| st A (Publication and

Repository Responsibilities)

2.1 X% 2 (Repositories)

22 QAFM HHEO AXj(Publication of Certificate

Information)

23 AR Al

Publication)

&L= HIE(Time or Frequency of

24 MEgx0f

Repositories)

Oist M2 EX(Access Controls on

a
3. Algl gl

8! 9I1Z (Identification and Authentication)

3.1 0|&(Naming)
31.1 0|E°| ZE&(Type of Names)
31.11 CABF EY 2 741(CABF Naming Requirements)

31.2 §ol|0/st O|E29| @R (Need for Names to be

Meaningful)

313 ZhXtel o
Subscribers)

‘d(Anonymity or Pseudonymity of

314 CIYSE 0|2 Al s|M  FERules for

Interpreting Various Name Forms)

315 0|&°| f¥d(Uniqueness of Names)

316
Authentication, and Role of Trademarks)

= o
oY, 25

AHO| < (Recognition,

32 %|%0o| Al 2Ql(Initial Identity Validation)

321 7917 He

Possession of Private Key)

= dtH(Method to Prove

32.2
Organization identity)

7| A Q| 91 = (Authentication of

3221 7|2 AMNKS0| CH3H CABF Q1= @ 74(CABF
Verification Requirements for Organization Applicants)

323 7{el A9
Identity)

Q15 (Authentication of Individual

324 0|29l JtYX HE(Non-Verified Subscriber



information)
325 #Hoto| g (Validation of Authority)

326 Mz 2 7|&(Criteria for Interoperation)

33 7 mH 2o s AMegoln
QlZ (Identification and Authentication for Re-key
Requests)

331 SdHA FlaAol  oist MR ol

O1Z (Identification and Authentication for Routine Re-
key)

332
Ol& (Identification and Authentication for Re-key

HX = ZInHE QA =S

After Revocation)

34 HX QMo Cf3t AlUstolmt 91X (dentification

and Authentication for Revocation Request)

4. Q=M BlO|E AIO|2 2% Q% (Certificate Life-

Cycle Operational Requirements)

41

re

S M AlHE (Certificate Application)

411 BN ML £ B & UETPWho Can

Submit a Certificate Application?)

41.2
Responsibilities)

SE HAX % H(Enrollment Process and

4121

Certificate Subscribers)

AE  AM2X  9EM  7FYXHENnd-User

4122 CABF

QA
Application Requirements)

AME 9 ZH(CABF Certificate

41.23 CA % RA 91Z M(CA and RA Certificates)

42 Q95M AMH  HZ| (Certificate Application
Processing)
421 Mg ol gl oF J|ls d(Performing

Identification and Authentication Functions)

422 UM MEO| jgt 59 Z2 HH(Approval or

Rejection of Certificate Applications)

423 Nz
Certificate Applications)

oI=ZM AMH AlZHTime to Process

43 QAF A el (Certificate Issuance)

431 QEM 2 = CA9 Z&(CA Actions during

Certificate Issuance)

432 CAQ
EX|(Notifications to Subscriber by the CA of Issuance
of Certificate)

olgt QAN A FH TR

433 CAOj
CABFR Z1(CABF Requirement for Certificate Issuance
by a Root CA)

ze of AZM  wug A

44015 X #=EHCertificate Acceptance)

44.1
Certificate Acceptance)

oI5 8 AWQ[(Conduct Constituting

44.2 CAQ|
Certificate by the CA)

olgt 21FAe

H X (Publication of the

443 JHHIE ol CAQ|
EX|(Notification of Certificate Issuance by the CA to
Other Entities)

CH2 Chot AEA 2

45 7| A 8l QZM 8L (Key Pair and Certificate

Usage)

451 ZtAXE 74o17|2F 915 M 8 (Subscriber Private
Key and Certificate Usage)

452 ME|X} 2SN &=(Relying Party
Public Key and Certificate Usage)

57|

46 Q=M Z4Al(Certificate Renewal)

461 AIEM A

Renewal)

St (Circumstances for Certificate

462 AANZS QFY 4 U AFRH(Who May Request

Renewal)

463 OZM A 9 X2|(Processing Certificate
Renewal Requests)

464 JUROl OiE AR ASMu
EX|(Notification of New Certificate Issuance to
Subscriber)

465 QSAM Ao et 8  A{(Conduct

Constituting Acceptance of a Renewal Certificate)



46.6 CAO| 2ofgt 2SN
the Renewal Certificate by the CA)

A0 AHXY(Publication of

46.7 CAO0|
EX|(Notification of Certificate Issuance by the CA to
Other Entities)

olgt  QISM Ao ek

Efol

47 AF A 7|1 H|(Certificate Re-Key)

47.1
Certificate Re-Key)

15N Z|uA  =AH(Circumstances for

472 N7 387 958 a¥T & Y= AFWho

May Request Certification of a New Public Key)

473 QBN Z|1H Q& X2|(Processing Certificate
Re-Keying Requests)

474 7} CH3H AT QIEAM EX|(Notification of
New Certificate Issuance to Subscriber)

475 Z|aHE ASMo
Constituting Acceptance of a Re-Keyed Certificate)

st =2t & 2|(Conduct

47.6 CAO| 2|t Z|uKH|=l Q1F A2l HX{(Publication
of the Re-Keyed Certificate by the CA)

477 CAQ
EX|(Notification of Certificate Issuance by the CA to
Other Entities)

olgt  QISM grlof gt

Efol

48

re

S M =% (Certificate Modification)

481 915X =% HjZA(Circumstances for Certificate
Modification)

AtE(Who May
Request Certificate Modification)

483 QZAM 2%
Modification Requests)

B X 2|(Processing Certificate

484  JrYXto|  ojer MR QBN ™
EX|(Notification of New Certificate Issuance to
Subscriber)

485 #HE OIZMO| T3 2t #e|(Conduct

Constituting Acceptance of Modified Certificate)

48.6 CAO|| olst =™ =l O1= M| A X{(Publication of
the Modified Certificate by the CA)

487 CAOQ|
EX|(Notification of Certificate Issuance by the CA to
Other Entities)

olgt  QISM grlof gt

Efol

49 915N H X % HX|(Certificate Revocation and

Suspension)
49.1 HX| 24 (Circumstances for Revocation)

4911 A0 2t CABF

Requirements for Reasons for Revocation)

| X| 2 7(CABF

492 HX|& 28T = U&= XHWho Can Request

Revocation)

493 HX| 9% HEXHProcedure for Revocation
Request)

4931 AT AMSA ZtYX ABAMel HXE
Q¥Fst=  EX}(Procedure for Requesting the

Revocation of an End-User Subscriber Certificate)

4932 Q=M HX| HXio| CHgt CABF L2 74(CABF

Requirements for Certificate Revocation Process)

4933 CA 22 RA Q=AM I X @K ™K} (Procedure
for Requesting the Revocation of a CA or RA
Certificate)

494 HX QF {0 7|ZHRevocation Request Grace
Period)

495 CA7 HX 282 Nelsjof ot AlZHTime

within  Which CA Must Process the Revocation
Request)
49.6 AMZIXE0 CHst HX| 2Rl 2 Z(Revocation

Checking Requirements for Relying Parties)

49.7 CRL 2&lf HI = (CRL Issuance Frequency)

4971 CRL @dHof| sk CABF

Requirements for CRL Issuance)

2 7 (CABF

49.8 CRLO| cHst %|Cf ZX}7|(Maximum Latency for
CRLs)

499 718 £(On-Line
Revocation/Status Checking Availability)

=22kl mX|/HE =l

4991 OCSP 7t8=0f CHgt CABF L Z(CABF



Requirements for OCSP Availability)

=+o|

= =

49.10 2zt¢l

Checking Requirements)

| X| 2 71(0On-Line Revocation

4911 HX T2 BH J|Et 75 @ A(Other Forms

of Revocation Advertisements Available)

4912 7| 28t 2tH EY 9 Z(Special Requirements

regarding Key Compromise)

49.13 &t 2t (Circumstances for Suspension)

QX

o=

49.14 BHS

Suspension)

+ A& A2 Who Can Request

49.15
Request)

=0t Q@& HX}(Procedure for Suspension

49.16 Tt 7|7+0| CHst HMIBHLimits on Suspension
Period)

410 QS M ME| MH|A(Certificate Status Services)
4101 294 E-d(Operational Characteristics)
410.2 A 7482 = (Service Availability)
4103 24 E-d(Optional Features)
411 7t 7|2t B =(End of Subscription)
412 7| 2322 5 21(Key Escrow and Recovery)

4121 7| H2322 A =7 Y P57 HF|(Key

Escrow and Recovery Policy and Practices)

4122 47| 25

2l X|(Session Key Encapsulation and Recovery Policy

e o ¥y A R

and Practices)

5 Ald, 22|, 8 2F EX|(Facility Management,

and Operational Controls)

51 E2|& EX|(Physical Controls)

> o
R

511
Construction)

X S HM ZAKSite Location and

512 22|&™ X Z(Physical Access)

513 ®M7| ¥ &7| =& (Power and Air Conditioning)

51.4 20| CH3t L Z=(Water Exposures)

515 3}XY Prevention and

Protection)

oy L 2 S(Fire

5.1.6 O|C|0f X% (Media Storage)

5.1.7 H7|E X E&(Waste Disposal)
5.1.8 EX| 9 HZ=(Off-Site Backup)
5.2 XA EX|(Procedural Controls)

52.1 AZ|El H&(Trusted Roles)

522 Y YRo| cfst ma ol

Persons Required per Task)

Z2=(Number of

523 2z ogto| sk Al olab Q5 (Identification

and Authentication for Each Role)

524 =2

Separation of Duties)

20| 27&= Y& (Roles Requiring

53 E & EX|(Personnel Controls)
531 XA, = Y A =l 2 A(Qualifications,

Experience, and Clearance Requirements)
5.3.2 HiA =tol A XpBackground Check Procedures)

53.3 W] 9 Z(Training Requirements)

5331 18 % 7| £ZF0| Cist CABF 2 74(CABF
Requirements for Training and Skill Level)

534 Mug HE 3

Requirements)

8 7A(Retraining Frequency and

535 g7 &g gl 8

and Sequence)

#=A{(Job Rotation Frequency

53.6 {3t 9= w=o0f| C§sH K H(Sanctions for
Unauthorized Actions)
537 EZE@st  AY  YAX}F @(Independent

=
Contractor Requirements)

53.8 o Cistol
Supplied to Personnel)

HEE= A& (Documentation

54 ZHAF 7Y EAX}Audit Logging Procedures)



541 7|2%l ArOHO| 3 (Types of Events Recorded)
542 N2| H& YT (Frequency of Processing Log)

543 ZA &0
for Audit Log)

st 28 7|ZHRetention Period

544 ZAF HEA0| CHet 2 S (Protection of Audit
Log)

545 ZAb MEAIE 2 HXHAudit Log Backup
Procedures)
546 (W8 ¥ 2F) ZA FE A2H(Audit

Collection System (Internal vs. External))

547 AbH E2 cHaof
Event-Causing Subject)

Cigt S X|(Notification to

54.8 F 2 = (Vulnerability Assessments)

55 7|& H2(Records Archival)

551 23 7|2 {3 (Types of Records Archived)
55.2 7|8 H32t 7|ZH(Retention Period for Archive)
5.5.3 7|E29| H S (Protection of Archive)

554 7|8 22 EXArchive Backup Procedures)

55.5 A& QlAl

(=i |

7|29 Q7 (Requirements for Time-

Stamping of Records)

556 (W#£
Collection System

22 8 JIE FY Al2H(Archive

(Internal or External))

557 718 dE9 =Her AFg flw
HKXH(Procedures to Obtain and Verify Archive

Information)

5.6 7| B#1Z(Key Changeover)

57 lgka A

Recovery)

2 (Compromise and Disaster

571 HEXE
Compromise Handling Procedures)

= Z26t=  AFAD QEH(Incident and

57.2HEE Xtg, AZEQof, 1ag/n/=2 Ho|ET}
HEE AL2(Computing Resources, Software, and/or

Data Are Corrupted)

5.7.370 X1 9|
Compromise Procedures)

Hel7) el

HEXHEntity Private Key

574 Mo = AY AK

Capabilities after a Disaster)

= 5 (Business Continuity

58 CA IE= RA AH<2o| ==Z(CA or RA Termination)
59 H|O|Ef EQHData Security)

59.1 ZX(Objectives)

59.2 /& =™(Risk Assessment)
5.9.3 0t A Zl(Security Plan)

6. 7|&X Hot

S X|(Technical Security Controls)

6.1 7|
Installation)

A g 8l dX[(Key Pair Generation and

6.1.1 7| A ‘M (Key Pair Generation)

6.1.2 ZtAXLOf| CHB 74 Q17| ™ E(Private Key Delivery
to Subscriber)

613 QIZM ROl Ch3t B747| M (Public Key
Delivery to Certificate Issuer)

6.1.4 MEZ|XO| CHet CA S707] ME(CA Public Key
Delivery to Relying Parties)

6.1.5 7| 2 7|(Key Sizes)

6151 7| 37|0f C§st CABF
Requirements for Key Sizes)

8 7 (CABF

616 37H7| Oi7ieis 49 L FF &el(Public Key

Parameters Generation and Quality Checking)

6.1.7 (X509 v3 7| At 9o
=X (Key Usage Purposes (as per X.509 v3 Key Usage
Field)

tigh 71 ME

62 {017
EX|(Private

Module Engineering Controls)

HE=z A gzt s AX|HOE

Key Protection and Cryptographic

621 Y3t BE J|ED

Standards and Controls)

} £ X|(Cryptographic Module

6.2.2 7§217| (m/n) Ct=9Ql EX|(Private Key (m out of



n) Multi-Person Control)

6.2.3 J4217| O A3 2 L(Private Key Escrow)
6.2.4 71217| H2HPrivate Key Backup)

6.2.5 71Q17| 7| H2t(Private Key Archival)

62.6 ATz ZEO A

Transfer Into or From a Cryptographic Module)

17| M= (Private Key

62.7 A3 ZEO
Storage on Cryptographic Module)

Chst 70217 X ZH(Private Key

62.8 74017| II=
Key)

gt#H(Method of Activating Private

6.2.81 oA 1 215 A (Class 1 Certificates)
6.2.82 oA 2 2F A (Class 2 Certificates)

6.2.8.3 o|elel Haia 3

Ol= M (Class 3 Certificates other than Administrator

8y PR A

Certificates)

6.2.84 XL 7Helz|
3)(Administrators’ Private Keys (Class 3))

g (CE ES

6285 (Ats3t=l d™ =2 Managed PKI Key
Manager AMH|AQL) &3t BES ALESt= 7|

RAZ(Enterprise RAs using a Cryptographic Module
(with Automated Administration or with Managed PKI
Key Manager Service))

6286 M2| MEO| ofg HIEs ol S(EaA
1~3)(Private Keys Held by Processing Centers (Class
1-3))

6.2.9 Jj917|
Private Key)

H|7}s & (Method of Deactivating

6.2.10 7iQ7| m7| HYHH(Method of Destroying
Private Key)

6211 U3t 2E S3(Cryptographic Module
Rating)

6.3 7| & 22|9| Ct2 = BH(Other Aspects of Key Pair
Management)

63.1 257| 7|2 I Public Key Archival)

6.3.2

7|2t=(Certificate Operational Periods and Key Pair

M 29 7t H 7 % ME

Usage Periods)

6321 CABF 9= 7|7t
Period Requirements)

27 (CABF  Validity

6.4 7}= 0| O|E{(Activation Data)

64.1 7t OOJg MMM S AX|(Activation

Generation and Installation)

Data

64.2 7I= [|O|E| HE Z(Activation Data Protection)

643 7t GHO|HZ2|
Activation Data)

Ct2 =MH(Other Aspects of

64.31 7= 0| 7 & (Activation Data Transmission)

6.4.3.2 7}= O|O|E I 7|(Activation Data Destruction)

6.5 AFE HQt EX|(Computer Security Controls)

651 E AFE EHO 7| LQZ(Specific Computer

Security Technical Requirements)

6.5.11 Hotoj CABF

Requirements for System Security)

A AE] chst 2 74(CABF

6.5.2 ARFEH EOt S3(Computer Security Rating)

6.6 Zlo|=
Controls)

MO|E 7|2 EAX(Life Cycle Technical

6.6.1 A|AH JHEE EX|(System Development Controls)
6.6.2 HO 22| EX|(Security Management Controls)

6.6.3 2IO|Z MO|Z EQt EH|(Life Cycle Security
Controls)

6.7 HERA 22t EX|(Network Security Controls)
6.8 Al Ql&l(Time-Stamping)

7. ABAM,. ABM HAEE Y

= 2t (Certificate, CRL, and OCSP Profiles)

OCspP

7.1 215 M = =2u}(Certificate Profile)



7.1.1 HE™ Z£=(Version Number(s))

7.1.2 Q1= XM = (Certificate Extensions)

7121 7| 8% (Key Usage)

7122 915 M ™A =tZH(Certificate Policies Extension)

71221 Q=AM M stE0| Ch3h CABF 2 74(CABF

Requirement for Certificate Policies Extension)
7.1.2.3 Ci&t CHA| O|E(Subject Alternative Names)
7.1.24 7|2 X skBasic Constraints)

7125 =&E 7| 2= (Extended Key Usage)
7.1.2.6 CRL BYZE X|H(CRL Distribution Points)
71.27 ARt 7| HEA|XHAuthority Key Identifier)

7.1.2.8 C{{&F 7| EA|XHSubject Key Identifier)

713 <n2|E M EA|XHAlgorithm  Object
Identifiers)
7.1.4 0| 2Al(Name Forms)

7.1.5 0| X|sHName Constraints)

716 QSM Hm N EA|XH(Certificate Policy
)

Object Identifier

7161 OI=A K| EA|KFO| CHBH CABF
Q7{(CABF Requirements for Certificate Policy Object
Identifier)

X XH
o=

717 H™

Constraints Extension)

Mgt =ZEXtol  AbZ(Usage of Policy

718 ™ o|0j2ut AR ZE(Policy Qualifiers

Syntax and Semantics)

AL
24

719 38 o TEE

X 2|(Processing Semantics for the Critical Certificate

SN Chot

Policies Extension)
72 9IS M HX| 22 m2nj(CRL Profile)
7.2.1 H™ Z£=(Version Number(s))

722 CRLut CRL QAEZ| =HE(CRL and CRL Entry

Extensions)

73 289 Q5N

Profile)

ME| Z2EZ Z2IY(OCSP

7.3.1 H™ Z£=(Version Number(s))
7.3.2 OCSP ZHEHOCSP Extensions)

8. =Y ZA 9 J|Et =H(Compliance Audit and
A

Other Assessments)

81 MUt Bl 5! ZHAH(Frequency and Circumstances
of Assessment)
8.2 EIt FH|/Xt4 (Identity/Qualifications of Assessor)

83
Relationship to Assessed Entity)

O ZHAF CHALOf CHst TIEREQl  ZHA|(Assessor's

84 HIt FX|(Topics Covered by Assessment)

85 &

Z1t0f

Result of Deficiency)

gt ZX|(Actions Taken as a

8.6 Z1t &-7(Communications of Results)

9. 7|EF At 2 A AtsH(Other Business and Legal

Matters)
9.1 === (Fees)

911

Issuance or Renewal Fees)

EN

== (Certificate

912 EM B2 === (Certificate Access Fees)

9.1.3

Status Information Access Fees)

X =2 ME} HE HZ $=£=E(Revocation or

9.1.4 7|Et MH|A z#=Z£=F(Fees for Other Services)
9.1.5 2 T (Refund Policy)

9.2 M'dHQl & l(Financial Responsibility)

92.1 B3 HA #2|(Insurance Coverage)

9.2.2 7|Et Xp4AH(Other Assets)

923 =7}
Coverage)

HE HA HQ|(Extended Warranty



93 AtY "HEOl 7|2 HFX|(Confidentiality of Business

Information)

931 7|¥HEQ Confidential

Information)

H2|(Scope  of

932 7|40 ZBEX|
Within the Scope of Confidential Information)

ot=" ™M H (Information Not

933 7|2¥™ME HZ ZHQ(Responsibility to Protect

Confidential Information)

94 IJHRIFEEQ|

Information)

20| A|(Privacy of  Personal

94.1 7ol &35 A =l(Privacy Plan)

942 Ji™EZ FZE= HE(nformation Treated

as Private)

94.3 AHe2

M H (Information Not Deemed Private)

RIET 77g%|

oFL
LS =

944 JiQ¥E H3

Private Information)

A QI (Responsibility to Protect

945 I 1™ At EX|2t S2|(Notice and Consent

to Use Private Information)

94.6 E=PN LY
Pursuant to Judicial or Administrative Process)

At SN 2  Z7f(Disclosure

94.7 g2

Disclosure Circumstances)

7| Et 274 Atz (Other Information

9.5 X| & xfjAtH (Intellectual Property rights)

951 OIZMet T X| MEO| XjAt(Property Rights in
Certificates and Revocation Information)

9.5.2 CPS L{f XjAtH(Property Rights in the CPS)

95.3 O|E0|| CHgt A AR (Property Rights in Names)

954 7|2t 7| Xt=20| CHeE Xj Lt (Property Rights in
Keys and Key Material)

9.6

[l

=1t 2% (Representations and Warranties)

96.1 CAS| Zl=1t

Warranties)

HZ(CA Representations and

96.1.1 CABF HZ 5! O|2(CABF Warranties and

Obligations)

96.2 RAS| Zl&1t HZE(RA Representations and
Warranties)

96.3 7+ XEo| Tl H = (Subscriber
Representations and Warranties)

96.4 A 2| KOl Fl=1f HZ(Relying Party

Representations and Warranties)

96.5 HE HOAES

and Warranties of Other Participants)

Tl&1t HS(Representations

9.7 ©3Z EOI(Disclaimers of Warranties)
9.8 A o] SHA|(Limitations of Liability)

9.9 ™R AlsH(Indemnities)

99.1 7ZtXE0| olst M (Indemnification by
Subscribers)

99.2 AMEZ|XHE0| <o|$t M (Indemnification by
Relying Parties)

993 ofE2[#|ojH 2TEQIY SaAte
X (Indemnification of  Application Software

Suppliers)
9.10 Ak 7|7t 8! AF FZ(Term and Termination)
9.10.1 A <k7|ZHTerm)

9.10.2 Aef & = (Termination)

9103 A% Z==9

and Survival)

h

Z [ i(Effect of Termination

9.11 & PN =gnigel
EX|(Individual

Participants)

CNES- I I (EE

Notices and Communications with

9.12 7™ (Amendments)

9.12.1 7§ ZEKX}(Procedure for Amendment)

9122 EX| HZtL|EDt 7|ZH(Notification Mechanism
and Period)

9.12.2.1 2|74 J4Zl 7|1ZHComment Period)



91222 oA Xz

Comments)

|7 L| & (Mechanism to Handle

9123 OID7} HAL|OOF 8l=
under Which OID Must be Changed)

A= Circumstances

913 2% o2 x&H(Dispute Resolution Provisions)

9131 AlOHE] CrossCert, 2| il by
2 (Disputes among Symantec, CrossCert, and
Customers)

9132 ZXF  ABA X =m2  MERR

2 (Disputes with End-User Subscribers or Relying
Parties)

9.14 &=HH(Governing Law)

915 M8 H =4(Compliance with Applicable Law)
9.16 7|E} Z=gH(Miscellaneous Provisions)

Q%

9.16.1 2t Bto|(Entire Agreement)

9.16.2 YL (Assignment)

9.16.3 22| =& (Severability)

9164 ZHE(HZ A
I 7|)(Enforcement (Attorney's Fees and Waiver of
Rights))

Yy Hg % A2

9.16.5 £71% = (Force Majeure)

9.17 7|Et Z=%H(Other Provisions)



2 7H(INTRODUCTION)

2 2ME& CrossCert AZHREX|(‘CPS")YULICL Ol, ‘A|ZHEl HEQT Q1F 7Y (Symantec
Trust Network Certificate Policies; “CP"y2| EX Q740| W2t ASME &, 22|, HX| A
ArStE At E Zeloh 215 MH|A SO0 &510] CrossCert 215 7| 2(*CAs”)0| +=l5t=

o [=]
g7 Megs A8stn AU

[Sh}
7l=&0l R?j%% st o33t RAE2 “STN & —7-:—(STN Standards)’0|2t1 A2 E|H
STN O Hotl BAMS wasin, RE “STN A XFS(STN Participants)’of Al = %|1,
STN Hto| Z¥ SLHY M2=E E2ZeLCh STN % STN ®F0O| 23t o XA

CrossCert = STN 9| “AE L Q(Sub-domain)’O|2t1 E2|2= STN o LUEEZ0| CHstH
A2 EHQTHL|CL CrossCert o] ME EHQIS nZHE
t= S

(Customers), 72 At=(Subscribers),
d2|a A2 Xt=(Relying Parties)dt 22 &X=0| atetL|C.

CP 7} ‘STN HOIXS0| ZZ&0{0f df= QAS'S FHSD UX|E, = CPS =
‘CrossCert 7} 0|23t R HES STN 9| CrossCert A LH

St=7Pof gt Atte EEUCh O M5 & 7t
CrossCert M2 E0Q LHOJA CP 2F STN BFE QAE0 e CfE2o ¥2=8 o= Ant

BRE MRS HYBLCE

o STNS X[tz iy 7|EsS 2TSHA Zelst= A, A2[1
ol

e “STN QIZ A{(STN Certificates)’E g, £t2|, 7| & AASI= A

2 CPS &= 915 A % (Certificate Policy)dt QIS A2 F%l g AM0f C{SHY Internet Engineering
Task Force (IETF) RFC 3647 & ZF=Z=%tL|C}. A|OHEl M Z| I E Q=3 (Symantec Trust Network)
AL W CAs 2 www.cabforum.org Of 7HAIEl ‘Z7§ QF Al Zgmt (o Cist
7|=(CA/Browser Forum (CABF) Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates)y2| 3l HEMES Z=L3ILICE 2 EAQ LI QASO0| ‘M
AgE ZMECQl B EX e ER0=, €M AgEH 2MEQ W80l 2

=M LR ML CH

T g

—

oixf, & CP 0 e CrossCert CAs =0 2J3t0] g€g& ‘=M |z 8 7|2 |1
SSL 915 AM(domain-validated and organization-validated SSL Certificates)’= CABF £ 71(CABF
Requirements)0f [hatof SLICh #jT IFASLS, 2 7Y UK s =4 %
#ASt= CP M 1 = 2 &0 pdEE M #HI|IAEH RSt AdES



St E|USLICH CrossCert QIZ7|BES(CAs)2, ‘BE QIZEAS0| CABF Q7S(CABF
Requirements)2 2t F™M ®H7|XHE0| g1 HAZEES EESHY LUIEASS
sHoItLCt

STN 9| CrossCert A2 EHQI2 ot HHOIMEQ CA 7t MT 9= S CrossCert
ASYLFH | QAUSS FHOI0 SYED UFLICH

1.1 7 L£(Overview)

my

CrossCert = CP X 1 & 1 20| AHE Hib 20| “==Z M4 ME{(Processing Center)’0|H,
O|= ‘CrossCert 7} QI= A 220 AFRE|= 742l
BB CA A|AE, OIS M| BY AlAH

(private keys)E H{Qd5l= A3 BES
St S'S olO|etL|Ct. CrossCert = STN
f

LHOM Q1B 7|2HCALE YPEE AN, ABAM Eg, &, H7| o Ao 2AE 2=
CIZ A Mof(lifecycle) MHIAE £dlstL|Ct S 7| 0ZHE0|L} CrossCert Of Z&E
O| =72t Zt2|(CA key management) 3 9IZ A

ME|A~ dEHO| 7| 1SS 5ty AF 7|2 7|
A0 (lifecycle) AH|AE X|&gtL|Ct. CrossCert =

ZIHY 215 AM), AMO|E(Secure Server IDs B! Global Server IDs), 12|11 7| ¥ (Managed PKI
MH| A ®E)2 fet M7EX| 200 AIEMES MSLLLH AGAS0 250 MEE =
MH|A = A|TFEO] A EIASOA HSdSt= MHAS1 2EE AR = & CPS =
HEL|X| otL|grL|Ct.

=LA, DZH(2fA 1 9 SaA 2 12

£ CPS = A

Hoz ChE Ao HEFLICh

e Symantec 2| ‘592l 1= 7| 2(Public Primary Certification Authorities; PCAs),

e CrossCert 7|Ht OIZ7|2=(CAs), 2| ‘A|RHE MZ| Y EL A (Symantec Trust
Network)'E X|2S}= CrossCert & 9= 7| 2= (CrossCert Administrative CAs)

e CrossCert o] 54! 91=7|gt=(Public CAs) 12|11 STN 2| CrossCert A2 Ol Lj
AISME Ea5dte 7|1 2459 AB7|2HE

HC} YHtMozE=, B CPS & CrossCert M2 ool LHO| 7§QlO|L} JHK|S(ZE 0,

“CrossCert M2 E=OQl %0 X&(CrossCert Sub-domain Participants)”Olaf gh)0| CrossCert

ME el LHojAM STN MH|AE 0|83t= AItESE 2tEeLCh AME 215 7|25 (CAs)at

?7

CrossCert Of QJ3f 3|l 319 AZES £ CPS Mg #97} opdLct,

STN 2 22 1 26 4 0f o2&, Y 7IX| 2250 JEMSS ZLCL CP &
Ztzto| Sejal QAZAMO| ChEt HMSS Holstn, 2t SaA0| (f3t STN BES MHEE
C}IO



CrossCert = STN 2| ME =0Q LM M ZHX] SHAE 2ISA
A

CPS = ‘CrossCert 7t Xt4lo] M2 =0 QI LHOA 22t 2u5S 2
S&ots A'E 2L 2222, = CPS &, HHeet EMEM, MZHX| ABME 270
Ciet 25t 22|of 2t P7e BAE CHEUC

CrossCert =, 72| 58 T2 Q7= E= 7|E UYA BZN 2SS S5OV
floto] = CPS & H2tot= ASYRELHS SEYE + UsH

3 QWSS HMAIBOERM CP 9 CPS BHelsis #7tHel 7|2 o o

- STN 7lgtg Fests m=ot XS FEN Alngol Iy wok
7 24 (Symantec Physical Security Policy)’,

- 28, S2[H, AL S, =2[H0|n Yoot 7| 2| Herof bt A|RHEDE
ASAES] gAMlet dss #dEst AlTE 2ef 3 ZA4 2A
7}0] E(Symantec Security and Audit Requirements (SAR) Guide), 12|11,

- dAME 7] 22 2E dSS BASE 7| F4A YL JHO[E(Key
Ceremony Reference Guide)'.

e CrossCert Off Q|8 21tk|&= 7|Ef =S
aAs, JtEAE H O MEREE FSEYLCL
lo| M g2 STN HOoix remwﬂvm STN BES ZE43
'STN &S O{E7| E&510{0F ost=710f ot 58 &

|IO|-

ozl AR0, 2 CPS =, STN £ CrossCert M2 THQIo HQIS LFT £ Q=
CPS OfAMQ AIYEZ ZTst= STN EE 0|0 st MAALEO Cigt 2% EME2
ASSH7| = gLCt.

1.2 2A] O/ % A% (Document name and Identification)

"HIZ olafst MFEO| SEIK| ROLE, BT AFFSS AIREIO| QIFI|BHO| ChSH IZH WebTrust]| Zg|o] S

o, 8 AStM M2 otof 1HSA= SHE = US.



2 E2XME ‘CrossCert A5 YEEA|"QLICE. STN QIS M ES(STN Certificates)2 QA 2| STN
A0 CHEste ‘T A" Zr(object identifier values)gS =Z=Z&tetL|Ct 3 EZ=,
CrossCert = &2 CPS 0 ‘CH& AlH Zr(object identifier values)2

=
=
OIS A HA LA AlHX(Certificate Policy Object Identifiersy= X 7 & 1 & 6 =0 2}

<=

A8 EAS LT

ro

‘CHO 8% Y 7|2 §% SSL 215 A E(Domain validated and organization validated SSL
pru

Certificates) 2, ‘215 7|2H/EEI2 X ZEH Q71=(CA / Browser Forum Baseline Requirements)
2

of 2+&,STNCP2 1= 20 Ofi8st= OID s =L

1.3 PKI Z!0jX}=(PKI Participants)

1.3.1 Q& 7|2k Certification Authorities)

QS| BHCAYOI2HE BOIE, STN UolN E717] QI5ME WaE + Ut Aste 717 2
HHES YH= m Xl 80{QUL|CE ‘CAEtE 20|= 7|27 QI=7|2HPrimary Certification
Authorities, “PCA”Y0|Z2}11 22|& 3}FIH D 2|Q UZAES EZTSILICE. PCAEL Q= A9
Ztzto] Zf2, ul JHo| EWQIS o ChEh RE(oots)ZAl BEFLICL  ZHZto] PCAE

o JHMYLICE CrossCert Q1E7|&=2 PCASO| FE010], XE ALEAL ZFYURILE

AlZHE o
CHE CASOIA 2AEMES L= HCh

A|OHEl2 “A|QHEl Eot 2E o|Z= 7|2 (Symantec Universal Root Certification Authority)” 1}

— o
“A|2HEl ECC E%F 2 E 9I=7|2K“Symantec ECC Universal Root Certification Authority)” =

2L & FE ATV|HS2 22 3 8 €7 MYEH U2 2 519l CASS
AL

CrossCert?| 7| D=2 XAE9| CASS, CrossCert PCAOG| Clist o1 CARM, 29
2= Q& L|CH CrossCert?t H A AHE J7HX|= D212 STN CPQ} CrossCerto| CPS Ato|
f , olgjgt St9l CAS=2, UWR U= 2A3510 o

Ho rin mot

STN CA 8lLt=, 7|sMOo 2=, ‘PCAS ZHA7F HOF MH Q1=7|2HSecure Server Certification
Authority) @l Ml 7H2| X|HIAIBZS & FL|C}E O]2{st CAE, CAI.r EEQ} Zte ALY
CAZ 7JIX|X| &U&LCt 3|8, B 4

Mg RE ¢

otLICt. O3E2=2, 29 MB #AHZ(Secure Server Hierarchy)

SN, 222

*%3P7IE
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=S
ok

ot RA ZAM9 9=

CrossCert 9 A%EAE Xz X 3 ASS A4AIS2 RA
CrossCert CA 0f o[st QIZA w32 oz
S

AL
T
CrossCert CPS B! CrossCert 2 X Z3t 7| AHA

30
o>
r
n
=
T ow
Ral
o

|
Aetdel RE 81 =US
Fotofop gL Lt a2Ly, RA S2 15 WE 2ds0 2430 H= HotHel YRE
+3B0j0F B £ UBLICE.,

=
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1.3.4 Al2|X}(Relying Parties)
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1.3.5 QS A £8|Xl(Certificate Beneficiaries)

OIZ M =8| X}(Certificate Beneficiaries)= ‘915 7|& Bt X EH 70| =E2}QI(CA / Browser
Forum Guidelines)0Of 2t BEA[ELICE QSM 3|Xt=, ChES Z&oH, 0o HHelX|
Qb1 |

=]

1. Q=AM T3 ‘JFUXL A A (Subscriber Agreement)y’ Q| TEAFXFQI 7HQI K},
2. RE(Root) CA 2 HAH9s HMZS HiZE O AZEQO0N FE Q5 AM(Root
Certificate)S Z&+s} DX} Sh= S| | Z2|AH0|M ATEY O 22X B5; 2|1

3. 9®mst o= A (Valid Certificate)0f| $H2|MO 2 O|FESH= QE AZXIS.

1.3.6 7|E} £ 0{X}&(Other Participants)



1.4 Q9/FA{9/ 8 (Certificate Usage)

1.41 HHSE QIS A AlLE2(Appropriate Certificate Usages)

1.4.1.1 7218 Q= A{(Certificates Issued to Individuals)
7§21 QI=AM(Individual Certificates)= YHIMOZ 7|i2I=0| AL O|H Y
O Z2[7H0|0] AF( 21F)S ot7| 25t ArEELICEH 7HRE ¢

8t& O [# 10 2
C =
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P - e © | B2 EE 42 N %3} o AS
232 1 A5M v v v v
a2 2 ASAH v v v v
2L 3 ASAH v v v v
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MEIE & = U ZAo|ofof ghL|Ct.




ok

Aot

=

o
o

E|Xt7F ZH At

8+ X|(Non-repudiation) &

I:IO|
L=

ASMo| B7IE At

a4y

215 XM (Low assurance certificates)=,
INEAIR,

t

= A (Medium assurance certificates)=, 22 1 4F 24 3

10
g o | >
X of
Klo
o |
4
)
g
X
S| >
(2]
(7]
=| o
HJ = N
KO
KH
= <k
KH | Ko
<+
0
H K0
KH
o_h A_u >
HH
e z
i Klo
=3 o!
Klo «
ol |
7]
i

F

=
=

Ol Al K|

3

—

.
[s)

1413 HE ==F(Assurance levels)

ZtRe] Ao et SHE A

o &

Ch

7

oK
~

—_

[N
fa]

&K
i

lof, ZhRIREe] FHOf CHe F7H +Fo

ke

&

t

pr
[

L|Ct.

SM

a4

Ujn

I

9| 915 A{(High assurance Certificates)

Hlog o ZrdAte] gHol et

KH

L|C}.

b

=

o

(Prohibited Certificate Uses)

k

[ =

.

o
2otz HeIOMT O &|0f0F StH,

=Ry
b= @l O A2 O]-8 x| 0fof

.
o

2

1.42 91ZS M AR H|

1

o
O

300

=
10

|17} CrossCert PIZSAMEE,

ol

A
SH Al

3

.
[s)
—
AL
o

Ch
nk?
=

HOf|
téFE)‘H =l

—

.
[s)

fa
gLk

OfL|

—

W 7Hel2 oFEh)ol A

- ATEEOf of3 Z| R AMHIA ASfMQ

ool 2+ Sl 2A=1,
73!

I

AR

i
i)

A

|
(o)

SAEE AFRE| A

= MEEAL T
ol
=
2o o

—

= Hof

ol

AN
Managed MPKI 11
2l od M

AL
T

|

=

(o]
=

=

[

[

A

b Of

8ol et YAHCZ S &K %

MO A

=13
=

=)

(o)
[}

Xl(non-repudiation)E X|
40l S 2

o|uf
o

=]
T

S/mime

ol



215 M(Client Certificates)=, 124 OfZZ|7H0|H S Qlof OiEE Zo|H, MH =2 7|28
ASME AFEEO{M= OfL E LT

CA QIBME CA 7|5 Oldlz BE= Z|ss fldh ArE8E =+ UsUCh Eoh ZF AREA
7HeAE 2B = CA ABMZ MEE|OM= OFL ELC

A2t E CrossCert = F7|H2=2 F7 CA 2| 7|2 WM (rekey)LICE RE ATMENM
ZotEl A CA £ 7HXl= M 3 At OfZE2|AH 0| E= ZHE2 4 CA 7t 7|5 Mt
S0l YU MAECE 2YE £ g&LCh 1222, CrossCert = =7 CA 7} RE
ASME MEELD ASS EBOHK e, 4 CA 50| BRE ASM=Z 0fZ2(|7H0[MO0[Lt
EHEN ZHER EEE HYLYLCL CrossCert = PCA RE(Roots)E FE QASM=E
AeE e AU

1.5 Z2 28 Z(Policy Administration)

1.5.1 dM £38 7|2HOrganization Administering the Document)

CrossCert T A: +82-2-3019-5656
sm@crosscert.com

1.5.2 2t EekXl(Contact Person)

CrossCert
Symantec Trust Network Policy Management Authority

Ol= XM Ta|Xp HOt npEt

CrossCert
() 137-725 st M2 A| MET MELHE 320(MES 1674-4)

CrossCert T A: +82-2-3019-5656
sm@crosscert.com




1.5.3 7xHo] CHst CP
Suitability for the Policy)

M1Z&E 5%

A

1.5.4 CPS 29I
= Cps g

=x
Hye Fue

LSS

= a
Ho[E Wg= QY
CrossCert M %
=0 YAElojof ghL|C.

TdSS ML

220 8= 722,

d44 7IEt EMS0| CP & =2 CPS of Hglot

A O0[ALL YHO|E SX|
2 [ O| X|
2 A (Repository) Q|

YHO|E W&2 CPS 2

o
SEEEE

2 CPS9 2 CPS O Z&E|7Lt HYE ASYLEX Q)
HOUR'S BEFE M2 SEBLC

HX(CPS Approval Procedure)

=5 8230 o

oo
ot 5012

PMA Of 2o|5tof O|F0f TLICL 7idet=2 CPS o

groz ApdEU . HEE HEOL
https://www.crosscert.com/repository/updates 0f |X|st
015 HZ AHO0|E U EX|(Practices Updates and Notices)

AE HE4 Bz EE XNE

1.6 Z 9| T 2f0{(Definitions and Acronyms)
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2. AT 3 HMFof 2o MY

=~

2.1 x{Zl4(Repositories)

M

bt mol BRSO HE AS HESIA|7| HREILICH

(Publication and Repository Responsibilities)

CrossCert = AtAQ| CA &4t 7| 2 =(Managed PKI EE= ASB 11 =)9| CA =5 3%t
M&EA 7180 oist Mg SEBLICE CrossCert 7 Z[F AMBAL 7HAXLEOA 23t

2ISAME CPS M 2= 60 M2t MF20 3

g ASME Ak

S ALEAL JtYAtel QABMIZE H7|%|™, CrossCert = M2 Y HIASES
AR§L LIt CrossCert =, & CPS #30| M2t Xp4lel CA & & MH|2 MEH A 7|
AMEo] CA 2 f5to Aol ME EOel oM CRL S8 gLt 124,
CrossCert = “22}91 Q=AM #g ZZEZ(Online Certificate Status Protocol, “OCSP”)’

MHE|A ASts HZe 7|Y 1

2.2 9IS Af

CrossCert = AIZ|AFSO|

=2ctelgoM &

- o
HS0A

i I

U S ® 7l MIYAS |BLICE

2 CPS 70| 2} OCSP AMH|AZ F|&EtLICH.

X 5ol AXf(Publication of Certificate Information)

2 et AZAel ol e MolZ

CrossCert =



UFMO HES BT £ Y MY HHAES HE WI OCSP 7t S, HHs

CrossCert =, X[AIO| CA S} 2 MH|A MEQl CA S8 CAISIY OE9 AME =09l
LHoIl M LlSt= ISMES AMMYLCH ZHFT AFEX ZHYUXES ASM7E 7= H,
CrossCert = XNZEA0 SiZ 7| H= EX|IE A X{etL|ICE. 12|31, CrossCert =,
7hSSICHH, IS HZ7| S5()S YHSHH, XA ME =il e Xt7| CA St MH|A
ME 2] CAS0|7 OCSP MH|AE HSgLICH

CrossCert = &A| 57| Atel x4 TS AL/t
o STNQ| CP
o CrossCert 2| CPS,
o 7t XL A2k A (Subscriber Agreements),
o ME|X} A A (Relying Party Agreements)

CrossCert =, STN o ME L@l LH{O|A CrossCert 2] CA S 7| 120 CA 0|
LAlst= ASME0| et MEA 7|50 St Mels FEeL o)

CrossCert = Ofzjof AMHSE HiQl Z0| http://www.crosscert.com/repository/2| CrossCert
FNO|E XN2 $20| EF CA ¥2E AReLich

CrossCert = CrossCert O ¥AOIE & MEA 220 STN 2 CP, & CPS, 7tX} A<M,
X AMEXE AAME AT L T

CrossCert = Ct2 [& 3]0 2} OIS ME A RjgtLCt

oI5 A Z#(Certificate Type) A& K Zi(Publication Requirements)

STN PCA 2 STN &g RootCA Q15X ojstoil o  HFHSt= HO JlsE S HT  AER
ZHARERE ZEE = JEs ABM Mo URFEOEA
oYl 2t AT EQ00| ZotE|of MEXSOH 7t

CrossCert &g CA 215X ojstoil o  HFHSt= HO JlsE S HT  AER
ZHARERE ZEE = Us ABAM Mo URFEOEA

I

ot

MEIXEAA 7HE

z

Managed PKI Lite Certificates =~ & | directory.Crosscert.com O Al CrossCert LDAP LC|lEZ|

X|¥Sl= CrossCert CA 9| OQIZMQt| MO ZolE E8f 7t8%.
Managed PKI 112 =9| CA Q2IZ M

A|2HEl OCSP iS4t QIEM directory.Crosscert.com O A CrossCert LDAP LC|HER|

MEo| ZolE Sof 7HEd.
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OIZA{ ZF(Certificate Type)

X £ Zi(Publication Requirements)

S0 ME S22 3 ASAOf Ciet o7t
o

UE T AL 7t 2SN

MEH™M O 2 https://www.crosscert.com/repository 0f AX{st
CrossCert X&a0| #HO| 7|2 & MIXS0A
HRME2 7235tH, directory.verisign.com O]  AX|SH

CrossCert X ZEHA0
SSL 1 BE A
MO el Hel.

VIEE=

s= & 7t8% 22 3

=
OIZAE HQI3H AlBHE LDAP Cl2|Ez]

Managed PKI 1S5 &35t0 ZAE %F | 7|0 LEE EHO| 7|52 S0 7t8%, Managed PKI

AFEAL ZHUXE 21BN AMSOo[ T 2 CHE7|= SFX|EH QSMeE 2%
AZMo| Y HMTE AT ZMEZ SIHMT HIY &
AL,

[& 3]- ASAM Ax| 22

2.3 A AlZ| =& ElZ(Time or Frequency of Publication)

2= CPS of {3t YOO|E= M 9 = 12 &0 et ARHE LCh 7FAXE AFM S AE|X}

HGAMEO ChEt QUAMOIE AtHEE EQO| M2t O[F0f FTLICE ASMes U3 A|OrCt

AT ELCH BN HE 2 & CPS 2 70| wat AXH& L ct.

2.4 xX{E4L0) et B2 EX(Access Controls on Repositories)

CrossCert &MO|EQ| MEA 220 AXE Y= Lt 350 Y2 = A= AU

sie HEO| Cieh &2 Xoto| &L CrossCert &, QEA, QEAM 3 HE, &

CRL &2 HIot7| flet zH=M diE GARXZE MER AN E= CRL AR A0

S9/g AS EQE PLCL CrossCert =, HE Sl AE0| HEA d=5S FIL AH E=

FHol= AS oYstr| /st =2|H0|d E2|HQ 2ot =X E ALt

3. Al ol o|=(]dentification and Authentication)

3.1 0/&(Naming)

STN 9| CP, & CPS & Tt MYO| &0 Zal 7[X(X| e ot & CPS 52 HA}

MEO| LI, STN StofA LAl=l QASAMO| H7|E O|F2 QAZE AYL|CH

3.1.1 0|&29| &5&(Type of Names)
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STN 0] BIAY= AJOHEl ZAIBIAF ALQILICIAE, J|ZOl OIZAEL 0JF £ALXfS/ Doz gtsfof
E|QELICE Z|EHO)E “HS|ALQl FAIBIAF d2/1d ZE EFRI(OU)S “Hj2|AtLl A2 L EQ/F(VeriSign
Trust  Network)'2t E7[3t 7|Z QIEAEL 242t At FAIBIAPSL  “ABE A
L/ E2/F(Symantec Trust Network)’= o0/ g}L[LC}.

CrossCert CA 9ISA= 2AlXQt CHA oM X501 Al EH(Distinguished Names)S
I 5tSkL|CE CrossCert CA A2 & (Distinguished Names)= CHS [E 4]0A £ = Hiet 20|
M

TEE0] ASL T
=Y (Attribute) ZH(Value)
=7t (C)= ‘KR”,“US” = ALBSHA| 243,
7|2 (0)= “ A|QHEl ZAIB|A} EEL= CrossCert ° £ <7|aby>®
7|2 Q| (OU) = CrossCert CA 215 M= O OU £d& zZotg + AS. e
£48 g 3 oLt olds =og + Us:

e OIZ=7|Z O] Z(CA Name)
o A|THE MZ| | EQ| 3 (Symantec Trust Network)
o 2BM ME =HUES RET MEX AYM FZE
I&5l= 2+
o MNEH SX
o QSN TFE 235l= W8
F 22 & (5)= AEEIX| S
X9 (L= CHH"S AMESte CAITE 48 AZEQIY &g AF7(E

(Symantec Commercial Software Publishers CA)Z2 X 2|5tH,
MNEEX| EE

S (ON)= 2 s42 A37m 0F

mjo

Zg(elS7|2 0lF0l ou #Hgo
S8EY AKX @F2 ER)EALE AEER WS,

ki
IS
T
o
>
re
of¥
Rl
0%
10

Al =M (Distinguished Name Attributes in CA Certificates)

A5 A8t 7HYUXE 21F A (End-user Subscriber Certificates)= L4 0|2 FH0fA X.501
NEZS ZotH Cha (& 5]0 S8E Hieb 20| FEE AZLC.

= M(Attribute) #(Value)
=7} (C)= ‘KR” EE= AM2SIR] ¥
712 (0)= 7|8 £42 orzfetr 2t

e CrossCert OCSP Responder o 4<%, dg|lua 7| A
(organization affiliation)7t Q= AL 7918 OIFA
il = MENX o2 “CrossCert’.

e Subscriber organizational name for ¢ MH OIS MOl AL,

Q| =“RSA Data Security, Inc.,”2t11 HA|Z|= he Secure Server CA O| X| 2, SiXl= A|QHE! CA €.
CA 174 0| Bet0l, PYE (0=)= ZFo| YN FHO|0{o} .



= M(Attribute) #(Value)

2| 7|&  AH(organization affiliation)E 7t%F 721
QIZ MO ThEIOIE ZHURL 7|Ee| 0|2
7|2 £l (OU) = CrossCert %|Z ALEXF 7HYXAF 215 M= Chol OU £48 Zotd
= UAS. Y &2 Og T StLt 0|dE =& = Us:

o (718 ABM A 7| AHAE K= THAE AS MO
CHSEO]) ZHRIAE 7| 2kel e

o A|DHE AMZ| 4 E -?—JEL(SymantecTrustNetwod()

o QUSM AE ZUE {ETH WEIX; AAM TZE QESt=
=T

o XNEH EX|

o ofjZ2l7jo|Mo]  AlZEo] o QIFEH  AZAo
“CrossCert Of o[3) QIZE" 12| “Alotel Mgl =0
S ETk

o 22 1 JHE ASMO| it "2lH R&(persona)2

IE MY ASMe BR) 7|E FA LXK
on

2t Z(No organization affiliation)”

F 22 & (§)= JtRIS| FLE EE BIIECHASOAH L= QABAM L FYo=
Z(State)y= LQSIX| A2).

XY (L= JtRIe] K92 BIIE(CHASOA L= AFAM W FHo:=
K| (Locality)2 EL3}X| AF)

>&% (CN)= 2 542 OIS Afe2 =agh

e (OCSP Responder 21&

o (B MY 2ASMel BR) ED1I°._| ol

* (code/object M QAZAS| ) 7|& O|E

o (HYUE QABM EE THANA ZHE ZE MF ATAMe
4%) AHEtel ol E.

E-Mail 4 (E)= Sej~ 1 QU8 QBAQ} YO MPKI ZHARH IBAO| HL,
O| | & (E-mail)

@&

Z'S
[E 5] - Z|Z AKX 71X QIEA{o] AlHEH =/d(Distinguished Name Attributes in End
User Subscriber Certificates)

HE AMER 7tEA ASMel AEE Yol SSY(Common Name; CN=) g2 FalL
29t 2L 3 AT A ER0 AT »EUCH

o J|ZE CBAMo i AEYO ZgE CUSE I8YH U2 =0l 0| S(Secure
Server IDs 2} Global Server IDs 9| AL)0|7L} 7|8 == 7|8 LY CHRo] ®HA
JEED
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3.1.1.1 CABF H3H 9 71(CABF Naming Requirements)

X{(Domain validated and organization validated SSL

| =
o

(@]

& SSL
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>
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w
]
N
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St

OU 0| REANO HEE ZR0s, ST A4S M3 Z 28 23 1 8 ¢y 28 z80
LbeiE chret n9lE 2ol sol CiAtlLICh  THY STet2o| LR, s e
HESID Q8|2 Yo7l 0| OHAI'S RA Of 2/3t0f HE WALITL B OU 340 WA
N2l |22 EAISHH, SiT 3t M 3 T 28 23 1 2 208 X I A HEE
FHSH= oS A2 o FEO| et BIE LTt

ZEF (MH)

ZEZ(CN=) FHS QOX|H LTt (80| FIMEX| Yeche Zoln, IX|EE S
oofste 71 ofHuch. Y HAEE HSOE, FEZols AZMe YA 0/E
sRRto] E3E 3t SO siLiel FODN £ T P F2ES maheLct

E09I74 ()

L0278 (de=) Z2et2 MEfYLICE TE HAEE BR0s, 242782 Hde S5
=0 olFe RE TFdES EFoiH, 7tE et #d8an 712 olFo tE 2T

=M 2 7K ZE U

7|E} CHAF £ (Other Subject Attributes)
MEE £40] CHA IO EXSte ZR0=, CAO 25t =elE FEE
VoS (B ) @A R/E= 7|EF ZHX[ZF AL O]
HAIR Iz E}0| O] E{(metadata)= At
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CrossCert=, &f7|et 20| LffAo/Z X &0 58 HE HMeloty, e 40

FQDNS Z&5HX| st

o>

3.1.2 §o|0|st 0|E2o| & QA d(Need for Names to be Meaningful)
L 22F A 3 AT ABA ASM=, AB MLl CH0| ZHRARAX|] Z|ZHRIX|off TSt
old

WA EHEHS 3183ts (ZEHLZ OfsliEl=) 2OlE 7T O|§5& =ZE&H

CrossCert CA QIZ A&, ‘OIS M2l Thatel CAQ| X WEHS B83te (YL OZ O|sfgs)

L-o
o|0|E 7I% O|§EE ZEeLct
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3.1.3 7IYXte] 2l H A (Anonymity or Pseudonymity of Subscribers)

L

T LA @S 2 1 JHERE 2EE A EY

od
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Mele

e 1 7He ZhRte)
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M_m._
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0°Fo

314 C}
Forms)

sfie 8 SlsLIth

3.1.5 0| E29| §«/d(Uniqueness of Names)

. ZHRES| o ol
g CA o =m0l oM FLet AY'S =

=
-

CrossCert

=
[=)

Fa=p g,

L|c}.

St
=1

5| SO OF

Al
=

E
—/
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or

gt(Recognition, Authentication, and Role of
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=
=
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o
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-
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i
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oju

3.2 Z/Z%9 Mg 2 9l(Initial Identity Validation)

3.21 74Q17| 2§ &Y HitH(Method to Prove Possession of Private Key)
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ol = Af Z F(Certificate | =7} E Xf(Additional Procedures)

Type)
Qg golst

QISE AHX MY QSN | ADHEHO| MAHo = ACS E AMESHY AHXO| MF S 517
Mo, iy HEHXT7E @2 ZE MY ASAMO s MEE
HHZEY'g golg

[E 6] EH 9l= HXl(Specific Authentication Procedures)

3.221 7|3 MHIIEO CHst CABF 921= QZ(CABF Verification Requirements for
Organization Applicants)

Ehol 88 8 7|18 8% SSL Q915 A(Domain validated and organization validated SSL

Certificates)= CA /Browser Forum Baseline R 48 &4gHL|LCt.

SHQI 0|2 SEXt 9l
CrossCert CAS 2, ‘915 A7

Z=(Authorization of Domain Name Registrant)

SM7t gdEl=

Ol THMOf F=2HFQDN) AFE# X
i

= OIS0 Z|XE IP A =00l
X2 AAL, Y HEAZEEH 24
S 22g oy Asts (GE =01,
CHE[ AL =2 2to|da A 2A) 2o &2 XS =QISto{oF ghLct.
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e
ol
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ot CAZF ‘M9 O0|E SE7|2(Domain Name Registrar)C 2EEH S| SE O
O|E2| AtE %Xﬂ HotE =oIgh HHof| ofESHRAL, X9 BA =0QI0] 2 2XF RItAE
CAz '=OHQ Ol s&7|& S

ccTLD 1780| ’51% = =OQl o8 EFAO CHeh =2 Ropof LTk O E =0, 2F
FQDNO| www.mysite.users.example.co.ukO|2tH, Y CAE= EOQl O|F “.co.uk’9

(=] [t

| myr—

SE7|HCZRE =HQlS @OtoF BLICH fLISHH, =HQl O|FS| #E2 .uk SE7|&2
~
o

M

£7|gDomain Name RegistraryQ 25EH 2

YO ufet “couk'7t BHR F4E|7| HERYLICH

Btel CAZ AIEXIZH 2T FQDNO| i3t QISME <oty et Zoel ol
S27|pozRE S90S WUAEA'S OGS 9otol QAHW HY AAHS 0|8
AR0lE, ST CAE OfFfot 22 WAS F oiLtz PHE Y AIAH FAZ 0/85H0{0}
ghuck

1. =Yl ofF 5720 2fs) M2 A,
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Y e e s

3. LCi3it Z0| =0l o|Fo Cthstof Dj2] FX|el =272 TtEO o
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b. =H¢ 0 - SF& LHQ oS0t MUFE ‘AW {3 ol
O|S(FQDN)OAl F(0) O|L} O]l g2 FalgozM HYE
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C o

S
SIS 7HRIZ|E ZHURIOIA OS] A5t P2 otstofoF R LCt.

CA Lt X8l RA & & oiLtzt 7hgxtel 7Hel7|7F deh Sl A E= 7tYXter Faket
710 2SEASE 4 & B0, g CA = 23 A0 HiSdte SIS
Zoots R QEMSS HX|ISHOOF YL Tt

ZIAXL 5 A 2kA{(Subscriber and Agreement)
ISM Ll O|T0, CAxz CARt QASM FHA59| FAIHQ &EE 510, LHXIe

ZHARXE A 2k M (Subscriber Agreement) 9| E CAQ} 0JOF &FL|LC}.

CA = ‘Z 7HYXt ASfM7E MEAIE dHiz HHezZ F4550| AZ'S =9
S

S (=} = = = [} =
tOfOF gfLICE  OfESt R0z, AHSfM= QASAM MFo w2 A= ASMO

n ot

—_

e =
HgHoz HAH0| U S M7t FSHA s
ZbUXRE AHEMO| olste] g BeChH, 2 1A AEOo|L Oj2fe Ch= 2IFAM MO
Ciot Eeo| AYdME= &#8E 5+ USLICH
41.23 CA % RA Q= A{(CA and RA Certificates)
CA 5! RA 2IZME2| 7tYUXt= CrossCert 2} A2 XNZATLCE CA 2F RA MEXE2
a9 Ms o7 25t XHlE2] ¥z FEE NS00 ot At MZE HA ¢t
ety dEE M3Sto{of ghL|Ct ol2{st At MZ HEA 7|Ztnt CA EE RA 7| 40
= 7184 Ma|ZL(Key Generation Ceremony)&7tX|=, A8 At= HESH A8 0|§2
At AHEXO| o HAHE QASMe WES ZES= O CrossCert 2f HEHZ 500}
Sh|
=
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4.2 91 A AH X2 (Certificate Application Processing)
421 Mf =l 9 Q= 7|5 ¥ (Performing Identification and
Authentication Functions)

CrossCert 22 RA & | 3 = 2 &9 780 M2t 275= 2 7HYA YEO| oigh A3
eolup QIS HERE +&oSH0{OF ghLCt.

422 Q=i AMHO cCHet 59 =2 ZHXEH(Approval or Rejection of
Certificate Applications)

CrossCert 22 RA L QSMAEANTL CHET 22 7|22 S5t A2 ST LTk
o H3Z2%o HO Wat RTEE BE JHX HEO| Cfst HBHO MY stol}
olx
o 42 50 +32 8¥S

CrossCert 52 RA = LtE2| R0 = ABM M¥S AEELICh
=

o M3 X 2ol AW MEt QREE DE AR o) ths MY eld 150
o2g + g3 5L

o MU 98 we 3Y NRE MEoK 2%, 52

o JHURZL AT AlZH Q0| SX|Of CHet BWS oHX| R%, L

o +4B 5 03 £32 X Rot%S, 5L

o RA 7b ZHAROIH QIBME wass 2 STN & Qo WX[H & £ Uckn
W2ote HS.

4.2.3 QA=A AMAH X2| AZKTime to Process Certificate Applications)

CrossCert = QTA MYES o = (M AlZE o XM2| BRE AFLCH i
ZtURE ASFM, CPS E= STN HOXAS ALO[O] CHE AHSEMO| 2| SF3HA| 2 ot
MEE M2l 2=sts O Fob Al Met2 fleLth 2AFM ME2 7

PR
A
futn
B
rr

4.3 9OIZA{ 2fel(Certificate Issuance)

4.3.1 QIS XA U3 = CA 2| 2Z(CA Actions during Certificate Issuance)
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Q15 M=, CrossCert 2| Q1M MYM 52 & E= RA 9 2T
g2 gFEUCL CrossCert = 3ig ASM ME 5 =
Sh
o

.1
o
SO 27510 ASME ATM MUEXA d-dotn &

4.3.2 CA O 9|5t QA=A wall AH J71AUXI SX|(Notifications to Subscriber
by the CA of Issuance of Certificate)

CrossCert £, MI% B2 RA S SojAl, 7HUROIA T ASM7E WHEIAS'S SXotD,
JUROIA 88 AZMol HIHUS HBHOOF FLCL AZME AF AER
ARSI, WMOIEUIN CHRRE WrLL ABME Z@sto] JHYRA HAIXE
SREE YHOR, ABE & UEE XS Hofof BTt

4.3.3 2E CA 0 2|5t 91=A WS 2|5t CABF 271(CABF Requirement
for Certificate Issuance by a Root CA)

Ehol 88 8 7|18 8% SSL Q915 A{(Domain validated and organization validated SSL

Certificates)= CA /Browser Forum Baseline R 48 &4gHL|LCt.

CrossCert 2| ZE(Root) CA 7{2l7|(Private Keys)2 7I¥X} QASZME MBI
A2 E|O{ A= OfL| & L|Ct. CrossCert 2] 2 E(Root) CA 7217 |(Private Keys)=

R0 ASME MBot=H MEE + UASLICH

ZE CA XpAl

mjo

CHESEZ| fls AS Mol X2 Mg

2. o9 CASOIL} Cross 2SN E 2ot ASA;
3. 7ZIgt zat FHZ ot ABM(WE S0, dY g ASM, WF CA 234
K| B, 3 OCSP T ol oIS A
ZE CA Of o3t BN YWL, CA ZRE(S, CA Al2E 2K, AlAE 28, S2 PKI
WE YR FE CA 7F 25M M 232 € = JUAZE HFIYHS Y2l oS
JHQlo] 9lY W HE WRE FUCL RE CA of olgh AISA wHo| chg FIpxel
SXHB2 XN 5 = 6 T F/HZ(Key Changeover)it X 6 &= 1 & 7/ 4 MA(Key Pair

Generation)0l| ™ E[0f L& L|CH.

4.4 215 A{ 2k Certificate Acceptance)

4.41 Q15X ===} 32|(Conduct Constituting Certificate Acceptance)
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[feol WES AZME 2atsle WSo2 ML
o QEME CHEREsZLL, HAIK|O HEE ASME MK HS JURte| ASA
+2te ojojgLct,
o JIURTE ABM e QEMol LI CHstol ololE HIISHA| e ze ASA
s2te ojojgiLct,

4.4.2 CA0 2|5t Q= A{2| A|X{(Publication of the Certificate by the CA)

CrossCert = Xt20| Halisle QASME

mjo
OH

WHez H20| 518E M0 AMLICE

4.4.3 CtE 74H|S0f CHot CAQ| QA=A U3l EX|(Notification of Certificate
Issuance by the CA to Other Entities)

RAS2, 150 solst 23N & X 3 == UASLICL

4.5 7| & U 91F A &£ (Key Pair and Certificate Usage)

4.51 74X} 74217|2t 215 A 8K (Subscriber Private Key and Certificate

Usage)
ASMOUM SS7|2t tiSste 7|2 AtE2 & ZHARIZE AR AM0| S2|5t
AEME o= W o HEELICE ¢EAM= STN CP 8 & CPS o =zt
CrossCert O ZHURL A 2fAMOf et SFHA QI HRO|M AFEE|00F SfL|Ct 2IF5 ALl 0|82
QISAMol =eHE FIAE Y =HFA| WEur YotEl #Eel LHOMEH 0] 8E|0foF
SLICHOIE =0, 2t HXMYHO| ZhsSHR| §CH, ASMe= ME 8X2s= AMEER|

82 [
2
o
o
1%
r
n

4.5.2 ME|X 37|12t 215 A 8L (Relying Party Public Key and Certificate
Usage)

ME[XIE2 ABME UES= zHoZN HE MRt AFM'S] =H0| Z2|5H0{ofF LTt
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4.6.3 QIS A Z4Al 2 X2|(Processing Certificate Renewal Requests)
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4.6.4 7}UXIof CHSE M3 QIS A| UM EX|(Notification of New Certificate
Issuance to Subscriber)

7t CHo Q1M Al L SX= M4x=3 220 G272 UL

4.6.5 QA=A ZH4Al0f CHot =2t M| (Conduct Constituting Acceptance of a
Renewal Certificate)

AUE ABSME FE5l= dels M4x4e 120 MET|ZE FLCH

4.6.6 CA 0| 2|5t 21 A ZHAIO| A|Xj(Publication of the Renewal Certificate
by the CA)

ALUE 215 M= CrossCert o S7HH QN MEH A0 AR L T

4.6.7 CA 0f 2|5t Q1= A waHof 25t EFQl EX|(Notification of Certificate
Issuance by the CA to Other Entities)

oI5t 9l

- =

RASS 150

ol

SN &l X5 =8 &+ USLICL

4.7 91 A{ Z[idA(Certificate Re-Key)

AEM FIuME M SS7IE ASBots A ASMe Y MHYUCE ATM F|nHM=
=

4.7.1 QIEN 7@ &

0}1
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(2]
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3
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Q
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(]
ps)
tb
x
D
<
—

AL QlEMLl AHEE RAIBH| fI5H0], HESI= QEAMel TV T, ASAMel 7
WHE otofof gLt ASM= 27| 20 7|nH 2 + AU

472 M7 253 QUES Rﬂgz* % 9= A¥(Who May Request
New

Certification of a Public Key)
JHelE QIS MO Cisto= ZHAIEL = 728 QIS AMO| Ofsto= #ot Ae CHEXEHO|
ISMel Aies a¥g = ASLLCH
4.7.3 Q=M 7|uH| 2% X 2|(Processing Certificate Re-Keying Requests)

7IuH Xz, 2T MER ZHYEA ABMe WS QFshs AMEOILE 7|0 AtMY
L=

QISMO| ZHURHEE 7HYURS| HotS 1Y U2 XHRUXKE 2| ot= AYUCH



=8 Ztset EA oibts, HEX| EF(EE 0f S8 A)E 085U, THATIE
2Rotn Ag's SYots AS Sot0] 0|F0 ZUCL 7HYA=S2 HEX| E7(Es Ol
S5t A)E 159 SEEER WS MEYLIL ASM Aol tistols, ZHLR7L
SHEA Ztgxte] MS5E F=2eob gH HElX| E+(Challenge Phrase)(== 0|2t 5S¢
A)E MESt Z90ln, SEYECIY U JlE AN FE =y P)7t BPLX ge
B, 4z ASME AsH2z2 HAEL O

o|2i0of=, J2Hol ATA MFo et 2T U2

S| P
S AEXE YA QAIBAM 7| WMo Z&E[O{OF ghLIL.
4.7.4 Zt2UXI0 CHgt A QA=A EX|(Notification of New Certificate
Issuance to Subscriber)

7t CHot 2IEMO 7|WH SXl= M4Z3 230 G27|2 gLt

—

4.7.5 7| HE Q=AM CHgt =2t SH2|(Conduct Constituting Acceptance
of a Re-Keyed Certificate)

7| uHME ASME 5= W= H4x42 120 272 LT

4.7.6 CA 0o olst Z|nHE QA=A AHX{(Publication of the Re-Keyed
Certificate by the CA)

7| nHE 21EM= CrossCert 2| SIHH Q1 ME 20 A& LICH

4.7.7 CA 0f 2|5t Q1= A waHof 25t EFQl EX|(Notification of Certificate
Issuance by the CA to Other Entities)

oI5t 9l

- =

RASS 150

ol

Mo ¢ SXIE 2R & UL

4.8 9= A{ =7 (Certificate Modification)

4.8.1 215X =™ HijZA(Circumstances for Certificate Modification)

Pootatn Meot ZANe HATA0 w2t S0 HAE F0E, ASME OFY RS AAY + S



IS 82, dEst= ASTAML (PtEAtel 5371 olele]) FEo HEO| Us B0

M =2 H4= 180 ME ASM ME2= ne{gLch

I5M -’.‘-%‘;; 2H-s £ 9= AIEH(Who May Request Certificate
odifi

CrossCert 22 RA £ M| 3 = 2 &0f M2t 2ot 2= 7hYXt0f Chst M=olnt o1F

O| At OF T LCt.

mjo

4.8.4 7}2XIof cigt M3 QIS A el EX|(Notification of New Certificate
Issuance to Subscriber)

X 4x3% 235 &= d2fL|Ct.

4.8.5 =™E QA=A0 et ==t s2|(Conduct Constituting Acceptance of
Modified Certificate)

X4x48 15 &x 2L

48.6 CA 0of ot =H™El O9I=A2| AX{(Publication of the Modified
Certificate by the CA)

Maz4g 25 FZ HHEUCL

4.8.7 CA 0f 2|5t QIS A wallo) 2tst EFQl SX|(Notification of Certificate
Issuance by the CA to Other Entities)

Mazxz4g 3= FZ HEUCL

4.9 2IZ Al mx|] I ZE X(Certificate Revocation and Suspension)

.n.

4.9.1 §|X| 2tA(Circumstances for Revocation)

T MER 7R ATME 2 ofgfer Z2 E SHofME AITE(Z2 ZHURHO
otolZt HX|Xl2 CRL of A& AYLCt o

o bt

= =
| LI Ol olelel ARz ABME
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o ROl SHEY
o IE HE gy

o ZE XA SHMEEs MES

o ZIEO 0] FIHHOoZ HAR= MES

CrossCert =, ‘2t &Y HIAS| s Heto| SHX|E AL HE| SZE BR0o=", 43

YA 2SME O

CrossCert 72Xt AfM=, ‘AT ALEAR ZHYAZE 59| JHY7I0 Oig B&SS AL
o|dstE 0= FAl CrossCert Of A SX|5t0{0F eV's &R LICH

rr

4.9.1.1 HX| AFR0| &5t CABF 2 74(CABF Requirements for Reasons for Revocation)

Ehol 88 8 7|18 8% SSL Q915 A{(Domain validated and organization validated SSL

Certificates)= CA /Browser Forum Baseline R 48 &4gL|LCt.

CrossCert= Lt At & St 0|2l AbR7t ZdSHEH 24A|2 O|L{O| QAUSAE HX|SHO OF
Lt
1. 7HUZA7F MBS 2 CAOA ABM HXIE 2ES 4%
2. ZHUREZE CA Of|A ‘@eiel ABAM AE2 AT 2ol §AAE 201, 2|stof AB
RS A YUSES ST

HUS'S 8%
3. CA 7t 7tgxtel (P3AMel &3710] tHSsts) 17|17t 7] RIU22R2H H3|E
BAALL ASM7E 7Bt THE M2z 2EH(0E =0, HYU7I7t 7|FE)o tigt
SHE Y=t 8%
CAZt ZHARZE ZhUAE ASfM el Sttt o7& ¢lEtotRlg's 27 & 8%

5. CA 7} 2SAM0| 28t XtA0| A= =M O[F(FQDN)O|LE IP F& AHEO|
old EH2=z X Yethes &2 €4 & ZRME =09, "L
SN 25t =0l oF SF7[&el =Ml AME S 23 Zto|dA EE
ME| &AM ST M-RZE ASFHA] = /AALL =0 SEAZ =0l O|F
duof 2ot B2);

6. CA 7}, ‘o= FIE OQIEAM(Widcard Certificate)?} 32| FQDN & QEHOZE
QISR QAF0| AFBEIRAZ S €A & 8%
CAZF QBMO| ZotEl HHof| ot HFE0| US'S ¢
CA 7t ‘215 M7} CrossCert CPS 0f [t} HAHE|X| pAS'S LA & 8%
CA 7} "AS M0l LIEHt HE7F 2EESHL QS Zefjdh= ZA'0l2tn EHEHSH=

%‘T!

10. CA 7t ojM3t O|R2d 2¥S FHstL CH2 CA o7 ASM HEX| Xdes 23t
o
=]

YT 0TS OHF e
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11. CA 7} CRL/IOCSP KZEA SX|Z A&3te 2 o|aS x| &
M2 CAQ| QBN &l HoH0| BtE =2 HX|Z/AL F
12. CA 7} 5% CA 9| 7{Q17|2o| {0 QISA Lo ALEE 7t

d0| U 2A =
8%
13. CA =52 17t X’8%t RA S0| ‘ZtXLS| J4Q17|7F FHARIRE A E|X| @52 7|2Ho[Lt
Hots 9 EX| S MRS AFEAS'S LA B B
14. 7|E} CrossCert O] CPS 0f 9|3}0] HX|7} &= AL, £=
15. 21 MO| 7|& UWHo|Lt HAO] OfEFZ|7H0|M AZEQ0f ZFZALE MEXSO|A
=82 =+ fle %S EASle 4RI =09, CA/Browser Forum O0ff 2|50
EHEHE|= HEHo 2f )
49.2 HX|IE ™T = U= XHWho Can Request Revocation)
JHQl THARIEE, <tA Ab(Affiliate)>2| Aot U= HE = RA E S50 RS2l 74218
ISMel HZXIE 28¥g £+ JUSLICH 7|28 ASMe ZR0=, 7[&el HE JHoo| As
EE iy 720 YHE ASMe| HXE 2dg #oHo| AELICE CrossCert LI RA 2
HE ool Aes hEs RA AE I 2SAMo| CHE HXE 28" = USULCL
ZHARLSl QIEM AMFEE St YARRHE TR BN HXIE QFSAL FaY ==
AELICE.
QZ| CrossCert 2tO| Xp4IQ| CA S0|AH ZAHE ASMO| HZXE MESAHLL 7HAIE = U=
Hoto| ASFLCH RA =2, HE HT0| A= WEXS 4% 7I#SE oz 1=9
AISMES HXISH & AS FSAL A Asts 7HELCH

4.9.3 I X| 2d HXl(Procedure for Revocation Request)

4931 X|Z AI2X} 71UXF QISAM Q| HX|E 2Xt= EXHProcedure for Requesting the
Revocation of an End-User Subscriber Certificate)

Fl'F
bt
O
>~

HXE 2¥5 A 7tAtE, ABM HX| 282 HESH JHAIY, CrossCert Lt
a0l Sets ZtYRCl AFBM OHEZIFHO|HE 2FES oStojor LICE Y o
thotod=, 7teAE 719 &8 EEAt= otojg CrossCert Of A&otE=S 5t0{OF ghLICt.

=
s HZX 282 CPS X 3 x40 a2t ASE LTt

719 M0 XF MEA YA ABMel HX|E HAStE ER0=, Managed PKI 2
ZH
2

=
o )
O|L} ASB 11Z#2 CrossCert 2 3l0j2 ol|E IS ME WX AE X|AlgL|Ct

4932 Q=AM HX| ZHExio cHst CABF QZ(CABF Requirements for Certificate
Revocation Process)
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Cho 85 9 7|8 85 SSL 215 A{(Domain validated and organization validated SSL

Certificates)= CA /Browser Forum Baseline @ 42 &==%tL|Ct..

I X] 2% (Revocation Request)
CrossCert CA S2 7}UAISO|A| 21EM HXZ Q8sHs MAZ 2 CPS A 4 = 9 o
& E Bt 20| MS3tojoF gLt

CrossCert = HX| &1 23 QHEAS
42E FXISHOoF gL C.

o

njo
ne
N
o
=
N
ol
\'

o
omn
e
i
olo
ot
oS
$0
rir

OI=A| X0 AlT(Certificate Problem Reporting)

CrossCert CA 52 70217 gt CIBM EO|L} Z7|EF AbZ|, EHETH AHE HEs 7|Ef
QIS Mot 2AE Arof Cieh MagrHo| CHSHY 7K}, A Z|Xf, O EZ2|7H0|E A~ZE Q|0
SaA ® 7[EF M 3 XA SIHEH2ZE JHA|SHO{OF 2Lt

Z Al(Investigation)

CrossCert CA 52 QSAM ZOoi H= £ 24 A|ZH LHO| ZALOf| =310, Ct2at 22 7|&0f
A5 HX| =& 7|et HEe ZX|E FSHOOF LT
1. M7 Zol 44;
S8 QUBM Es JHYUXRIS| ASAM Fof A0 FH S
M E ot JHH(HE S0, ‘SE0 AFE FMO|EO CHeh B HzHo
Y= 'EUE HE X ZRRUCHR MASkeE Aol MIWHCE= HIE UA
CHEO{MOF gf); 22|
4. ZAEF HA
Ll 2 (Response)
CrossCert = & 24 |2t 7 & Al H=ot T1S0| 7tstt HAzZ =2 M =%F 7HKl=
AISM o MAMAE FXISHO{OF otHH, HRot HR0= siF Ao Atgts 8 7|20
TESIO{OF otH, siE M Tl & QAASME W X|SH0{oF gLt

4933 CA =2 RA 215X HX] 2% HXHProcedure for Requesting the Revocation of a

CA or RA Certificate)
Aol AF5MEL HXE 2¥= CA E= RA = ST @FAZ0| CHSLO] CrossCert 2f
AESI0J0F BHLICE. 2|1 LtA, CrossCert = lE 915 A E IjX|BL|Ct. CrossCert = CA
T RAO| AISA HXIE AIZ & = YsLCH

494 x| 28 g0 7|ZHRevocation Request Grace Period)
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HX 282 8oz

ot

F2[HQl AIZE Lo A0 H|E|00F SFLICt.

4.9.5 CA 7} x| 2™HZ XNe|sfof sl= A|ZHTime within Which CA Must
Process the Revocation Request)

CrossCert = HX| 2EE XA glo] HMalst7| St &
L Ct

il
|0
Hu
o
i}
ikl
ro
P
>t
i
P
el
Is)

4.9.6 MZ|XIE0| CHet HX|] =2l @ ZH(Revocation Checking Requirements
for Relying Parties)

MEIRFSE2 3S0| oESAX st ABMS2 HEHE =HQISto{oF YL MZAHS0
SN HEIE =ty flsto FF = A= o JHA| Y2 ME[BIAX ohe ofE
AEME et CA E2H 7t A& CRL & E1 =QIgk= ZAYLCh 0|0 CHst
tetez, MERS2 & MYLE ZESHALE (7Isditt) OCSP & Z&3dt0] QT AQ
HEHE HAgez2N = 28 FFY + USUCL CA 2 UZIXSOA ‘HA| HEHO
st =els ISt O{EA HEe CRL, & ML E= (EROICHH) OCSP LHSAHS
NOotE & UAe AP0 tiStd YEE MISHOOF Lt

|t 1 2ol 1 =l AL

N
otel, B, CA 2ISMZt WX == HORCE

(Authenticated Content Signing; ACS)0|| Li3t CRL &8 %|A st
M7t HX|Z|= UfOpCh gt ct

[m

(@)

>

Ir

ro

olx

™

rm

|4

o
o om

CRLO| LtEE ASM7t TREH, ASMel 7|Zh Btz

ot

St gl= CRL 2R E ALK EL|CH

4.9.7.1 CRL 23llo] £+t CABF 2 71(CABF Requirements for CRL Issuance)

Ehol 88 8 7|18 8% SSL Q915 A{(Domain validated and organization validated SSL

Certificates)= CA /Browser Forum Baseline R 48 &4gHL|LCt.

UK Q1= M AEj 2 Zd(Subscriber Certificate Status Requirements)
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CA 7t CRL 2 Hsle HS0f, CA £ Of 7 L Ofct 2148 13| 0|4 CRL & G 0[E3}n
TLesLo{o} B10f, CF2YHO/E P ghe O/HLHO/E B 2t 10 Y O|4H0| FOjME
ohglLCt.

ol2] CA 9I1=A AtE] 2 ZH(Subordinate CA Certificate Status Requirements)

CA = Z|aot () 12 740 1 =], 221 (i) 3t CA ASAM HX| = 24 A7t O|LHO|
CRL S5 YGIO|ESt IfZASIO|OF 3t, LA QL0/E B U2 O/HZHO0/E EF e
12718 0[¢0| E[o{M= etE Lt

4.9.8 CRL 0f CHst %|cH Zx{7|(Maximum Latency for CRLs)
CRL 52 44 = dgdcz g2 AlZH LHOI M0 AXfELCH Ol YEHXC=Z
of

=T el
== = |_
MM & 2 H(minutes) 0 XAFSHOZ 4 EIL|CH

8%

1A

499 2191 HX|/AEf =9l 72 E(On-Line Revocation/Status Checking

Availability)
=2tel Xl & 7| QBN HE YE= @ VI8 MFLel Jtse 0=, OCSP &
sot0] AF8E =+ UAsULL  CRL =& ARMSh= Ao =7t=, CrossCert = A2
MYLYe 7|58 S8t0 ASM HEf HEE HI LT

https://onsite.crosscert.com/services/KECAIncCrossCertClass1ConsumerindividualSubs
criberCA/client/search.htm 12|11
e (SSL £ FE ANYF 2ASA)

https://digitalid.verisign.com/services/server/search.ntm (for SSL and Code Signing
Certificates)

n

ESt CrossCert = OCSP QIZA AMEf| MEE M ZSHL|CH OCSP & AHt2 M AT 7

- o o d [ |
N2 OCSP £ A8sto] QITM HEE =eled & JUFLICL s OCSP LiSAHO| Cf
o

mjo

A
=

.

<)

3

—

=

4.9.9.1 OCSP 712 x 0| C{gt CABF 2 7Z1(CABF Requirements for OCSP Availability)

Ehol 88 8 7|18 8% SSL Q915 A{(Domain validated and organization validated SSL

Certificates)= CA /Browser Forum Baseline R 48 &4gHL|LCt.
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LRE = A0 o2t LAE AS MO Cist GET YA S 2E

ZIAUXL o1= Ao =St o1=A{ AtEJ(Certificate Status for Subscriber Certificates)
aotct 2201 S A 2E|f ZZEZ(Online Certificate Status Protocol)=
CIO|EStOo{oF 2tL|C O|2{st AH|AO| CHEH OCSP CHE2 HHEA| Z|Cf

ol CA Q1= A0 2tk oI=A AbEj(Certificate Status for Subordinate CA Certificates)
CA= %[22k () Of 1274 & (i) S5t9l CA QISAM HX| = 24A[ZH LHO|| 22t QIS M AEY
I 2 £ Z(Online Certificate Status Protocol)2 £3}0 MEE 0 O|ESAOF ofL|Ct.

4.9.10 22}2! HX| =9l Q ZH(On-Line Revocation Checking Requirements)

ME|RHE BEEA] ApMO] ME[SHAXE St ABMOl HEE = Ch. 2
ME[Z7E M2[StaRE o= ABMe HEE X4 CRL 2 St =2QISHK| @2 FR0=,
e MEAhs 2E M0 225t ATAM SEIE & QASHAHLE (OCSP MH| A7t 7HSEHEH)

4911 HX| =Z2H &H 7J|Et 75 HAl(Other Forms of Revocation
Advertisements Available)

J

4912 7| 2dt 2 EH Q Z(Special Requirements regarding Key
Compromise)

CrossCert =, 159 CA & 5 ¢lL} =2 159 A2 EHIE o|f2] CA & 5 8Lt
HelZ| Aol R_AALE, ALk STt 0|77 A= B0 =, BN UZX=0A Ol
Stg| X o o)

AN
SA5t7| gt AR 2y

H
(L]
-—
H
oi¥
rn
jo
o
oxt
mot
4>
30

= AlEH(Who Can Request Suspension)
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4.9.16 =Tt 7|7H0f| CHSt XN|eH(Limits on Suspension Period)

4.10.1 2G4 E/d(Operational Characteristics)

2 I QIZEMO| AEj= CrossCert O QUMIO|EAIO| CRL, LDAP C|HEZ|9} (758 #2)
OCSP CHEAE &30 & = USLICE

OI=Z M AtEf MH|A(Certificate Status Services)= L™ CHSH AOf QO] 1 & 24 A|Zt =

o
7Y7ELR O|8Y + AFHCL

718 fE L EHQ |E SSL AZAMO| Cfstols, CRL 9 OCSP 452 Aol 2

-

OCSP =, 2E HMZO| Histo] 7t8sHX|= We HHNel oE MB|A0|H, BHE HESS0
Chotof £t MetH oz 7ot AL Lt

-

N

4.11 7f2/7|ZF Z2Z(End of Subscription)

72 X}+= CrossCert 21 A
o RHAO| QSN WAl L 7

o Afalo| QASAM = TO| ASAME WASHA| B HX|g

—
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4.12 7| oA 2L I E 3 (Key Escrow and Recovery)

Managed PKI 7| 22| MH|A0 HiZ L= 7|EES X 5tH, STN HOXt= =7 E CA, RA
=1 A
=

EE AT ASK YRS RIS S AR & ¢

A|OHEl Managed PKI A{H|A(Symantec Managed PKI Service) LHO|M 7| QAR SMNE
A8t 7Y 1AMEE2 QABM MHEES Solst JHERELl THRIZIEO et SAMES
AI2L B 4 YEUCL 7Y DN 7YY HA UojA E& CrossCert of KB
HOIH ME WM 7|58 232 & = JUSLICH Y 7[Yo| T4 SHoM 2EE=
420|=, CrossCert ZhURtel HRI7|E2| AM2E EASHX| oLl ZHYAte] 7| =+

=
ZXtolM S8t dgE =

0%

o
-
n

4121 7| A2 Y 23 Hxyl A2 Alx|(Key Escrow and Recovery
Policy and Practices)

-
m]

|OtEl Managed PKI A H|A(Symantec Managed PKI Service) (22 A|ZHEIO| 2|5t 0|2t

= or
FAFSH MH|2) WOM 7| 2322 SHS AMBSt= 7|8 RAS2 2T ALEAL ZHXe
7| OAIRRE B ETILICL. AIEL= I Q7| E2 Managed PKI Key Manager
ADEQNE Z8o= YzpEl FAo=z HIE|0{OF TL|CE Managed PKI 7| OfL|X
MH|A(Managed PKI Key Manager Service) (22 A|DHEIO| QI8 &£0Ql= S53t MHA)E

&3t 718 14=E HMelst, CA SolLt HFT AREXA ZHERe] JHRl7|S2
HAIZRE|0A = HE LI

r

A
==
re

>

X|Z AKX} YR JRQI7|E2 2% Managed PKI Key Management Service Administrator's
Guide L{O| M 3{8&|= Ch21t €2 & StojMet E7E = JSLCE

e Managed PKI Key Manager 2 AtE

ot= 7|9 1HS2,
M= ARZ[R0] Ot At ol ZHUAXZRE ZHYA 20| O'E% S =2Helstofof
ot
o VY nAS2, SEHOIALL AZ| EE ZIE 9ol FHO0| otd, 2% ggHel
SHo 2T JhYRtel Aot 21 QO] 7t JHel7|E HE & A0{OF St
o 3T 7Y nAS2 (A2 AMHA WY BEAS A 7B CHE AFESO| 71270
ook 810l HIots A2 e = A= AHS HIXISH0{oF BfL|CY.

|2t Managed PKI Serviceli0ilA] 7| 2322 S ALEStE 7| LAS0HA = Of2f
Ateto] HAELIC
o

o JIEXSOA ‘AS2 7HR7IS0| o232 EE'E SA
o JtEAEC a3zl E 7SS e Ble SMERH E=,
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]
\J
o
Ral
10

AIZLE JISS BTSN ABE 4 Ut WY IR IS

O] = = A= WA Chetxto
Zotol QE YHE ES

o JtYUARS OA3RRE 7SS 2F HESH ABHL dot ?IYE =T 2¥s
?5tof 2 HSet

o =HE ABMO ABES FHSE S €2 EF J¥ SN 7| Y=t 57
ofol 7rhAtel 7| 4= HXIE

o JtYUAL 2210] 7IZTE 2YFsts EdRE MASI, ZHEXOA FIETet BHEE
2ol YEE 2SO HEF /7.

o H, BF A, = A8, 7Y 7|2 M, == 2t YR o oBHr| =
o o23ze 7| Ex= oadzeE 7o HEE JYEE M M 3 Xtoi|A
SMOALE SEEF S| HE

4122 MMy st U =27 M 9 YR MX|(Session Key
Encapsulation and Recovery Policy and Practices)

HelZ7|l= Y=otel FAez 7| HE|XK(Key Manager) H[O|E{HO[~0f E2bEL|CH 2}
ZFURES] Q17| = JHEAHLE N[Ol 35 DES Y 7|2 L2ELCh 7| fA3ER
7| & (Key Escrow Record; KER)O| MM&|11, 3% DES 7|= MM7| OIA3E H45H7| 251
D92 ZATELICL HIEQ AZFOT MMI|(MSK)= oHNSHA| £5£ED CrossCertol
Managed PKI G|O|E{H|O| A0 EZHEILICE (XZ AFRXIQ J|017|E =Z=etst) KERQ} FZHQ|
MM7| Or23& 7| 2t2|XK(Key Manager) Cf|O|E{H|O[A0] HPEH ZE THE J| ARes
i E=

E

=
—

The Managed PKI G|O|E{ H|O]AL CrossCerto| OFFH C|O|E| MIE L{ojA SEL|Ct.
7|Y nHe 7)o BA YA =2 CrossCerto] QHFSH G|O|E| ME| LHOJA 7| 22| XH(Key

Manager)2 2dl= S MEHSH 2= QI LT},

HelZ|et X8 ABME =75t 2l5t0= Managed PKI A EHA=Z S0F
Managed PKI Control Center0f @t SIH 21 235}A SFOJ0F sk, 25H7|0 HESH 7| A S
MEASIO{OF ST, “=717 StO|MPAE SEotofoF LT SolE WE HIEA7r St
01|”+ ‘27" 23 += Managed PKI HO|HH|O[ A2 R E 3[4E 7| 40 CHeh MSKZLICE 7
o 7HQ7IE

XHKey Manager)= KMDEZEE AMAM7|Z =231, 0|2 MSKet Zes
HE

ot o e o
=".'é_

g=oiots O MERE 35 DESE MY ds PEHI A3 of Hel7|S
T = UA=E LCh DX THAZR, PoshEl PKCS#12 mbd2 AF XA
U FSH=2E 2T MEXOA B ZELCH
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and

Management,

HOot MM (Physical Security Policy) d|

CrossCert?2}9|

%El S|

5t7| fI5t0] ‘CrossCert S2|H HQ YHM(Physical
Mo| F4= MBx0| #8E CrossCerte| =& ZHAH

EX|(Facility,

|

=

o

-|

S
o

o
'|'_'%:|

‘CrossCert

EeotH,

gAS A
oM 2FELICt

x

al
orH

=,
ALt

b

i
i

2

AI A ,
Operational Controls)
[~

of

]

—

5.1 Z2/% EX|(Physical Controls)
7-

Security Policy)& Al&ietL|C}t O]|2{st

CrossCert=, 2 CPS9|

5.
e

uo
10

tatA 2t S7HELCE s

A etof

ox

o

=

ct

—

511 % x| U HM ZAl(Site Location and Construction)

QHAS9| e

HA

—_

Eekal

CrossCert CA2} RA g2,

ujo

a4
<

o

ol
or

Ho

7
Ho

L|Ct. CrossCerto| Xt =4

b

=

o
(=)

oM M =7 Al2ES /A

AN

(]}

L|C}.

b

=
CA 20

A2 CrossCert2| 7|

(=)

—

—

|0 OF

H

o

.

t, CrossCert

—

LHO A ==

cC

—

bL|C}.

o
(=)
=

Ol= Mz o| Ct= H3 7} £|0{0of

gl

5.1.2 E2|&™ T X(Physical Access)

CrossCert CA A|AH

ol

HY x| (badge) S

ste

3

=Skl

Ki

ol
ofl
K

oju

JoO

A8t 2= gLt

=

=

|

(o]
=,

o X
— —
, 7HE[SaE A O[]

.

L

(o3
S

tH Xt29o| 22t
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csusmt 7| 23 X=of Ciet ¥ Fet2 CrossCert| 2

]
[ e
HMetE LIt ol2{gt S5 Wl JHHH F2 AHOIHe JH= ZAF Sz HAELL.
5.1.3 7| 9 &7| Z=FH(Power and Air Conditioning)
CrossCerto| E9t MH| = 7|E(primary) &H| 3 =2k(backup) MHZ2 FHE0 USL|CH:

o
o 20| FOj 0| FAI AR 4 U= H2 AIAH, 123
. 2C9 BY SEE ZES| U WEIIBIIZT AAY.

5.1.4 E0| C{St =-2=(Water Exposures)

CrossCert= CrossCert A|AEHIE0| 20 L=kl IS XA31817] ot 2™ 0l

Helo| AP F2o|E 7|2 0{0F Lt

CrossCerti= 2tAf Ol SI Zst == 7|Ef StFOILE HY[ofe] &2 2ot £3HE ofEst7|
fA5t0] =2[Hel Mool A FolE 7|200F gLt CrossCerto| 2HAf O B =KX=
s

5.1.6 O|C|0{ X{%EH(Media Storage)

MA AZEQN I HO|H, ZAKIR, 7|8 E£= EeHbackup) HE = CrossCert MH| LHOf

HEEALL HES =28 =2H 2 SHHAE Ewotol HY deh YAl BEE
[e]]

g+ ARE FAE WA MT gH[of 2250, i OICI0E At (& S0, 85, =HH
A HRZ|H AtD) SR EE E25H0{0F YL CH

5.1.7 17| & X &(Waste Disposal)

et MRet XMz2eE ME WO =Zo=z FEoF guCh st JEHE Fgoin
SRot=0 M8E DICoE Ma ol '9ie = Yl A2 H[oof gL Yost HX=
=2|H2 2 H7|EAL, M2 TO| M=ol Qo et =7|sg L. 7|Ef CHE H7|22

CrossCerto] Yt 7|2 X Q70| That &g LT
51.8 BX| o| HZX(Off-Site Backup)

CrossCert= SLHSH A|AH HIO|H, ZAH 271 H|O[H, X 7|Et 2z HEO| gt YoXQl
H&(backup)2 FHLYLICE. "RX| 2|(Offsite) 2F 0OJC|0f £
F

=
CrossCerto| Mt =+ 2HIE 28510 S2|H2=z QFo WAooz HPEL|CL

>~ -
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5.2 HX}A EXf(Procedural Controls)
5.2.1 MZ|El S (Trusted Roles)

o

ol

ol
ofr

Klo
ol

i

oju

£ 52 FEo| Mol 23, A

C

—

.I

| Rxo!
Xzl

3

THA
(=]
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Hx 2

M dof §2o fud;
1

x
o
S|
(=}

—

A
A ZELE 2o o

A

4

=
o

0l
S|
| X[;
7t

i

ol
Rr
<]

s

N

=

ujn

il
i

7|8k(infrastructural) A 2| =

i

ofl

==
T'__'I'I'El_

(Trusted Persons) '=

CrossCert

IHx|

bL|C}.

=

o
(=)

X 2|(Trusted Position)'E

S1+5H0{ OF

(Number of Persons Required per Task)

F

oIr

CrossCert

1o
3
o
o
=

a4

BEOf ASLICE CA

AMES0l /T E LI

bL|C}.

=

=3} SLE 00 T

A5Hojof

PN
=

[e]3
[=]

a4

23517] 2|5t0]

t=% 2A AL CH

oIr
oju

ojet #2 UF SH EXts, FXo| =%

CA
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5.3.3 1§ 2 Z(Training Requirements)
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5.5 7[& HZKRecords Archival)

5.5.1 H2 7|8 {(Types of Records Archived)
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5.7 $£/8ta}l X+ 2 (Compromise and Disaster Recovery)

571 HEXIE FZol= At fHKIncident and Compromise Handling
Procedures)

CA F=0f tist = eHbackup)2 2F EA0| EREO{OF 5tH, ¢t =2 e Z<20
7t&3tofoF gLtk HAE ZE QS MO| et ASAM L HolH, ZAF GO, d2|1
HOIEH|O|A 7|25, CA 7HQl7| 52| E2t(backup)2 CP X| 6 = 2 & 4 20| M2} MMHED
22| ELIC}. CrossCert = A2l CA S0 Lot T=gh CA HEO| Cigh 22k (backup)t ME
EOQ W 7Y D SO CASO Ciet EtAISE |X|gLCH

572 AFE XY, 2ZE9of, 22|/52 H|0|E7} HAEE Z<2(Computing
Resources, Software, and/or Data Are Corrupted)
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Requirements; SAR) & Al&SHL|LC}.
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5.9 LjJo/E{ & 9KData Security)
5.9.1 ZX(Objectives)
CrossCert= St7| AFZE2 fIst0] TEXQl 2ot T2 WS 74, o|lstn |X|gfL|ct

1. QI5AM HIOJE R QSN 22| "EXtel 7|2, s¢ 724, % 71888 EZ;

2. QBAM Ho|H A QFAM 2| HAC| 7Y, s FEY A 7HEE0 oLt
ULV K= ALERH By,

3. 25N HIOlH =2 QS A &2 ZEXtol Cfst '@ gle' 52 '2YF W, A8,
S, HEO|Lt D Z2RE B3,

4. QIZM HIOIE 52 QASAM 2] EXof gt Al &4 52 OH1|, 32 &322
B3, |

5. "4 CAO| CHSto] HEBE[= 7|EF ZE QUASE &

5.9.2 2|& =%(Risk Assessment)
CrossCert= Otz{et 22 2&d 5ES o HAgLCt
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5.9.3 HQt A Zl(Security Plan)
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CA 7| 4 dd2, Ao MEE Wsf2 dzlgs ool JHAS0 25t AM2| AA=
dgE 710 2ot A= 2= Hot FAE Sot0] YIE L PCA & &4l RE CA 5,
7] d4dS flot =3 ZE2, FIPS 140-1,

3 CtAH QHE ==L L} (CrossCert CA E1}
Managed PKI Customer CA 52 X&dl) CHE CA 5, ¢33t RE52 FIPS 140-1, 2 CHA

Rug SEHLIC

0E 7] HEL2 7] MY 2L &=X 7}0|E 2 (Key Ceremony Reference Guide), CA 7| Ztg|

E 7 0|2X} 70| E(CA Key Management Tool User's Guide), 5! A|ZHEl SAR 70| E0f C}t2}f

Aol A=E 7] 4 MalZuof HEEUCE 2 7] dd MERZLoN =>E g

2E HOXE0| 25t 7| S0, YAt MBELCH o|2f{gt 7|§52 CrossCert 3
1o

MYSICHD BERSHE 7|7 SO ZAteH £H X0z =gEuct,

RA 7| &2 dd=2 YHHoz HoteX LAZEQO0AM Sa%2 FIPS 140-1, 1 EHA

x| g
U BES ALRLIO] RAC| o8l e Lt

7190 IHEL XE3tE S AH S (Automated Administration servers)0f 2|8l AtEE|L= 7
WS AATIL|CE CrossCert =, AHSSHEl WY AMH 7| A A440| FIPS 140-1, 2 CHA| 215
Aot IES AESI0 slE A2 AYTLICL
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Me ISAMO| Oi5tols, 7tEAte HEENHez EAMH 2ZEOo Mz 7] 49
FEEEIE AFESLIC
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’ }- 3 —
2E0M FHAZ 48 =AE AHESIY ZHYALE Aoy 7| EE YIRLIC

6.1.2 7} Xtof CHet 7HQ17| ® = (Private Key Delivery to Subscriber)
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HUROIA F22 HoFl PKCS#12 meds 83 Y &+ UL

6.1.3 QIS A welixiof Cist 2747| ™= (Public Key Delivery to Certificate
Issuer)

XE AFEXA 7IAXED RA E2 PKCS#10 9213 AM M3 L M(Certificate Signing Request;
CSR)O|Lt Secure Sockets Layer (SSL)2 EZE|= MM CIXIE AYH mIj7|X|E S3l9
AlSHEOA 215 fot 387|2 MESLUCH CA RA Es AT ALEAL 7HYXE 7| 40|

A2 O] 2l5t0] M dkl= 0=, O3t /U2 HEEX| HaL/tf
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6.1.4 M2|Xo] CHSF CA Z7l7| ME(CA Public Key Delivery to Relying
Parties)

CrossCert =, A|OtEl PCA St 2 |3t CA QIESAME 59 ¥ HEIRA
AT EQO0 ZTA|A JHYUXIEI ME[XS0] 0|8 &= U LICH MER PCA 2 RE
CA QEM7t HE=|™ CrossCert = E2t2X WL UM MZ2 ASME HS5Hol M
BetRX A2t HHOIEM =L E

ruln

CrossCert &= QIZA 23 Al 215 ALSXF 7HUKIOIA| (28 CA L HQl Lf BE CA 58
z3h) BE QE HoS . CrossCert CA 2I=A{= CrossCert LDAP LC|HEZ|?QI

A f
directory. Crosscert.com | ME CIR2ZE% 4= QULSL|C

6.1.5 7| 37|(Key Sizes)

2 EtRIS0l i 7|9 7HQ7|S TESHX| ROt=E 7| ¥o AE7|Z
=ot 20|22 FYE[OfoF SL|CE X4 7| A7|0 Cigt CrossCert
PCAS 9 CAS0| CHIO| 2048 H|E RSA 7| 9| ALRQIL|CH

> N
oo
Ot
2
ol

AlQHEIO| K| 3 & X| 5 MICH(G3 S G5) PCA =2 2048 H|E RSA 7| W& 7+ LLCE.

AlBtEle RA £1

bEZ 7 QS A 7| 4o CHoto] X[k 2048 HIE RSA o 22 ZE2
7] 27|=2 Lot

ZotetL|Ch

STNe| 2= S22 =1t CrossCert PCA= S CAZ1t RAZ 9 25 M XHFT 7= CIXE
M3 dli¢| €n2|F22Z SHA-1 O|Lt SHA-2 & AR8ot A|THE XN2| dEel £ HTEHS2
T THM 7YX QB A0 SHA-256 1 SHA-384 ofi¢| Z12[F2 AHES XYLt

6.1.5.1 7| A7|0j Cist CABF 2 Z4(CABF Requirements for Key Sizes)

CHQ S8 9 7|2 8% SSL 2=A = CA /Browser Forum Baseline R HE5S &4¢tL|C}.

CA MZ|= A|BtEiol 1 MICH @ 2 MCH Trusted Roots 1024 H|E 7| WO=2 AXE|H, 7|= 174 ZHZ1t 1024
CIS RSA 5F A5 BEAE 2011 W12 8 91 U el RRIUCS UUH + UE 2011 UE Zase
71 ofZ2IMoIMOl MY ALHS BHHI| sk AH B o+o1| M6 X332 B0 mat ARl APt
2gots ZRAY ME AZE0 Tfstols 272 HEXQ ol BE8Y & U
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7] 2710 thstA Chg 2USS SEoH0{0fF gLk

20104 129 312 FO| 7HA|E 9% | 20104 122 312 O|SEE JJA|=
7|2k sa7|2t

=4 %73|5 MD5= HDE|X| %L, SHA-1*, SHA-256, SHA-384 = SHA-
SHA-1, SHA-256, SHA-384 L= SHA- | 12
512

%4 RSA D& | 2048* 2048

37|(HIE)

ECC HE NIST P-256, P-384 = P-521 NIST P-256, P-384 = P-521

H 4A- EE CAQSA0 C{3st CA/Browser Forum €12|& 9 7| 37|

otel CA QIZMER Z1e2|Eo R 7| A7|0 et S RUES SF6HOF &L CH
20101 129 31 Mo JHA|E|D | 2010 129 31Y  FoO| JHA|E/HLt
2013 12€ 312 0|M0| ZEE= | 201349 12€ 312 0o|Z0f =L
98 7|7 o5 7|2t

E PNl =IE= SHA-1, SHA-256, SHA-384 = SHA- | SHA-1*, SHA-256, SHA-384 = SHA-
512 512

%4 RSA mg | 1024 2048

37|(HIE)

ECC HE NIST P-256, P-384 = P-521 NIST P-256, P-384 = P-521

[E 4B]- 519 CAQI=A{0f C{st CA/Browser Forum &1

CA =2 2% L5
C

w8 g2l 7| 27|18 K= 7=

= K= 7

2lE % 71 27

20134 129 319 O|M0| Z=ZEl= | 20134 129 312 0|0 Z=RE =
7 7|2t 2 7|17t

=4 o= SHA-1*, SHA-256, SHA-384 = SHA- | SHA-1*, SHA-256, SHA-384 = SHA-
512 512
1024 2048

X~ RSA ZE
27|(H|E)

ECC HE

NIST P-256, P-384 == P-521

NIST P-256, P-384 == P-521

[# 4C]- 7tY%} 2

* SHA-1 &=

MAel MRt
RlEls GItx| AL 4
** 2010 H 12 & 31 MO RSA 7| 3A7|2 2048 H|E 0|09l 2EE CA

ol §d3l 2

ULt

OI= A{0f| LSt CA/Browser Forum &1

2 HE2 MEEHe

glg % 71 37I

=220 o8] SHA256 O]

ro

ISM= = 2o et

EQAE AFA JHAX AEME0] 2dElE O AHEE & UASLICH.
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CrossCert CA £2, 2%t /(7|7 2 TN A8E X2 Z12F 7| 47|18 SFHA
XotH, UM 2ES HESHHOF YU

- L-O

6.1.6 Z7l|7| D7 H A 9 ZEX 2QI(Public Key Parameters Generation
and Quality Checking)

s Aret BlsLICh

6.1.7 (X.509 v3 7| A2 O CHSH 7| AR S = (Key Usage Purposes (as
per X.509 v3 Key Usage Field)

=
~
P
0%
N
ok

= = HHELCH
6.2 Jfol7| 25 9 2453 AE 2X/L|o{Z! Ei(Private Key Protection and
Cryptographic Module Engineering Controls)

2|
i
ct.

1A

=l
l_,_ |'|_|.||:|
o

Helz|el det gl AL
OFf
of

o] €@

ot

I-|_|

6.21 U3 DBE 7|1 SH(Cryptographic Module Standards and
Controls)

X CHS|A|=, CrossCert = 'FIPS 140-1,
= s

6.2.2 7217| (m/n) C}=Q EX|(Private Key (m out of n) Multi-Person
Control)

! 7}% c1|0|E1E -,‘?'_-),\_Po}7| ol "H| —g—-,‘?,-(Secret Sharing)'

9 yatn ge2ies ¥es
$861 1, "X| 25 @ AHShareholders)'2t 1 2|9 Mzlhs XSO oo mEELICL bW
B0 #y & (m) S SIS0l Yzt BEO Cfolol WHEHD HEE HY 39
M2l & FOIM, (n) 2E0 MEE CA H7|B JtSeten BRLC

CA QISME MYSt7| floto] 7 X2 Y = 3 YL ot W 57 Y22 HiZE
XNz2e| &, 875 Yy EBR X220 s&€oHA wAIE7|e oA 2S¢ B4
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ASS FOstofor gt HE X222 = CPS of 2t

6.2.3 7§Q17| oA 3 = (Private Key Escrow)

CA 7HQ17|& oA 2R E|X| AFLICEH XF AMHEX ZIYRE T 7HQ17] 232+
M4z 1280 o 4Ms SFELCH

6.2.4 7l|1Q17| H2HPrivate Key Backup)

1
|0
tu
0

CrossCert = QAMMOl 230} R4 =23
o

A 7H9l17|9 =ehbackup) AtEE
MMSHLICE O2{3t 7 l

=2
=2 OIEYO =st Bs WOA Y=stel A2z NMYLD, 7|
Ch. CA 7H2I7| MEO| ALl Y=ot 22 &2 CPS o 2Us
= = CPSOf [z} "2 2Kbackup) SIEH Y P=ot ZE'2 SAHELIC

CrossCert = RA 7i217|2| At2S E&SHA| BEELUCH X AHEXAF 7HEAL 74 Q17| =01 Cigt
5 2h(backup)of 25}10]=, 1
OiZ2/AH 0|4 ID S0 &3t0f=, CrossCert = ZHUX} 7HR17|S2| AtZE EEWHI s

=]

6.2.5 7§Q17| 7|8 H £H(Private Key Archival)

CrossCert CA 915N BH& Al, QIZAQt RS 7| M, & CPS 2US £8}E 829 0]
As3t TES AHBLIO] A|ATH5 13 7|7H SO OHNSH EBELICL 0[2{S CA 7| A5,
CA QIZA7t & CPS of mfzt AME|X| %2 &, CA QASM0| Bgsie gm7|7t 2o

2ol MBS 25 AHEE[0fM= OfL|EL|tt.

CrossCert = RA 2} 7}2X} 7HQI7|E9| AIEE 7|2 HASHK| ¥LSL|C}

— =]

6.2.6 A3} DEO AL 74217| MY (Private Key Transfer Into or From a
Cryptographic Module)

CrossCert £ CA 7| &5 ot=90f Y=ot ZE0 ddsty, g 7|52 d4d g0

AEELICE F7tE, CrossCert &= dliE CA 7| ¥E9| AHRES LoXQl E7et M 54
2XMOR DHELICE CA 7| WEO| CI2 3= 0 AB3t DER BAT|H, 3T 7| HES
AootEl SAo= RE 7H0| O™ EL|CH
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6.2.7 ¢Sz BEO CHst 74917 X ZFH(Private Key Storage on
Cryptographic Module)

SIERO Y=ot EZES0 EieEl CA Lt RA 27|52 Y=stel M2 MEE[0foF
L Ct

6.2.8 7l1Q17| 7}s HtH(Method of Activating Private Key)

B E CrossCert A
Ak gl B, T2 A ¢

2 HAT O

tiet 7ts HIOIHE =4, =t B=E,

=0
2o 22E Ewojof BfL|Ch

6.2.8.1 EclA 1 Q1= A (Class 1 Certificates)

2eA 1 7| BES J|EL, 7HYAEO T-Iﬂ 2HO[E0IM ZHRYAIS] /2 AHO¥S
=C|He2 Hodta, JhAtel #ob 9@ glo] &TE JHRIFIS0| AMEEX|] UEE
HYUFCZ HE[HQ ZX|E Fohe AYLICE 2[4, CrossCert =, '7FAXHSO| X 6 & 42
12 E= JiQ7| 7t Fo| 7tYXAE 255t Aot 80 229 HetV|Eof et 25
AHEE A'g A, O, & =0, 7427], fER 22 32 W E37| gLt
HEYI 202 Y2 E =L

2oL 2 17| BE= 7|1E2, 7HYASO0| oefel AtdE StEE St AYL

e M6 =41 = £ Y| 7S WO ZHYRE ABste Al ST dEL
He|EO M2 2= E AMEY A'E IS, O, & S0, Y7, j=? 22
22 oM 237 YLt HESQI 2AR2 ¥ & =g 124

o A3 2HOHOM ZHHASl 3 AHOIME SEH22 2ot ZtYAe] A Y
BlO] 2HAE 7HQI7|S0] AHEEX| HEE YUYz H2HY =KE Fots AYLICE

FSER @A EIRAE BR0E, YIS S2otE FH 2T HUL|O{OF Lt

02

6.2.8.3 @™ CItX} Q1= A 0]2|e] Z2iA 3 Q= A (Class 3 Certificates other than
Administrator Certificates)
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UELICE Ot FAMSHA, TiCte FFE2 2Z2tQl CA 9| JiQI7|8 7tEet7| st Tt
HIOIEfE MS3tojof ghLfct. LT JHRI7|7F 7tSEH, @ o B JtSELC

6.2.9 7§Q17| H|7}-& HtH(Method of Deactivating Private Key)

HA ZIHEEH HAHEH CrossCert CA 4017|252 7tsEX| A ELCH (RA
OiZ2[AHo[M0 QASE2=Z AEEl) CrossCert RA JiQI7[52 A|AH F&0[ HI[HE
IS E|X] A ELCt CrossCert RA 52, 159 g8 d49E MLt EH, 159 3
AHO|MOBHE H&S ZOJOf SHL|C}.

H/ = Lo

0 MY GHEXE, RA I XF AEA JHYUX Q7S AR &#83te= QB
HZtL S0 el ADE 7IE 2|H7|28E ADE 7IEE MASte Of, s A|ZEO0AM
S J%% Mo 2+2r 7k&0| (X @A & = UASLICH 02fgt B& ER0, =T ALEXL
ZHAAE2 & CPS of mel 59| 7He7|E2 25 E=s5t7| 23 ofFE FEeLC
ACS Appllcatlon ID ot HAHE JHQI7|E, ZE MBS Qs AFEE FR0= AFE FA
HAE Lo

6.2.10 7HQ17| m|7| itH(Method of Destroying Private Key)

Z2ast 32, CrossCert = CA 7{Q17|52, 7|2 M+HZ Xeiste 7| FLAES0| HA|
REE 2H "He oM =MY| St HAe=Z, H|7|ZLCH  CrossCert &=, =90
L3t HEQ 7|lss FEHIStL CA 7|52 2&WSHA H7|5tks AS &HY| St
Yot +=CE ALETLICE ol2{st £=™0| A= 82, CA 7| 7| 252 H&EUCH ACS
Application ID @f #H&HE 7417|=, ZE MBS Qs ALEE =0 FA| AN &L CH
6.2.11 ¢33l @ E S3(Cryptographic Module Rating)

Hex 2% 125 HX HHEL|CH

6.3 7| 4 Zt2/o] C}E Z=0H(Other Aspects of Key Pair Management)

6.3.1 3&7| 7| K £HPublic Key Archival)

CrossCert CA, RA 9 %X|Z ALK} 7IYUX} QIZEMEL, CrossCert 2] YAIE Ol H2b(backup)
HXto| YRELE HtR D J|F HAFLC
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6.3.2 QI=ZA 2F 7|7t % F| W A8 7|7tS(Certificate Operational
d

Periods and Key Pair Usage Periods)
IEMel 2 7t diE wE7Iztel BY| 82 H7| AEO Z=ELUCHL 7| ¥S0f oist
=23 7[72, 525 8 ME ABS fdl AlE A BE= 4R HMelotH, HE
ISME0| iet 29 7|7t SYeLCh 2 CPS {aY=zfH YWHlE ASMO| Cist
CrossCert QI A2l Z|Cf 29F 7|2tE2 Ct= [# 8]0 #8E0f JASLICE dES= 7HUAL
ASME A=l XFT AMEX ZHEA ABME2 B ME MHK]) 7= 710l § ZOoHE

%+ gt

LSt CrossCert CAS2,CA 2| QIFA Ttz Hof Mo AIFOM Mt ASMES LAdt=
AE SEhM, 42 CA ABME2 |F87(740| UEE F0= 5t CA o 2/5t0] S A7t
LUHE[X| G=F SHO{OF L L

2el= FA: 28 7|zZF

X}7| M PCA (1024 bit RSA) 30 EH7tx|

Xt7] MY PCA (2048 bit RSA) 50 EHHX|

Xt7] MY PCA (256 bit ECC) 30 WHX|

X}7| M3 PCA (384 bit ECC) 30 EH7tx|

2Izatel A CAOf Cjgt PCA et oz 10 HO|X|2H B4 = 15 HIX|

22t¢l CAOj| C§st PCA UutM oz 5H0|X|2 Al 3 10 ENHK|®

2I3iol A CA of CH3t 22tQl | YEHH o2 5 HO|X|2 AA = 10 HHX|

CA

OI-

' The Symantec Onsite Administrator CA-Class 3 2 7|& A|AHIZ X|&
MY AEAM HAE R
ot 6 EME| HTALEAF QISAZE YAMEH, 2242 CA AFN 2|7 A4 S4 §lo] 10HY.CA 7|

DAL 549 ol LA

b7| 218 108 ojgel g=7|7te 7HAH,
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6.5 ZI#E| 2ot EX(Computer Security Controls)

CrossCert =, A|ZHE|Q| SAR 7I0|E 7S &
Systems)2 =830 ZE CA 2t RA 7|

Alg|gt £ 9l= A|AHEIE(Trustworthy
s== AL 7Y
Qe A|AHIE(Trustworthy Systems)2 AF250{0F BfL

S urEA MEY &

6.5.1 EM HREH HO 7| L7(Specific Computer Security Technical
Requirements)
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6.5.1.1 A|AH! Hotof| Cjgt CABF 2 Z4(CABF Requirements for System Security)
COol 5 9 7|28 88 SSL Q1= A= CA /Browser Forum Baseline 2712 Z=Z43tL|C}.
o|g2{st QUZS A0 LCHSIH =, CIE5A 2| HEX (Certificate Management Process)= L[S
Argte Zetshojof gL Ct
e =2|H EOt Y =F A
o A|AH ESH EX|, configuration 22|, AlZ] ZEQSl Eot g, S EZE M|
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o AREA 22, 2L A
o JHEHQ MB=E MIH7| f =2/ H©2 M 23

EtROIR.

6.5.2 AFE HQF S3Z(Computer Security Rating)

e 8 SlsLIth

6.6 2fo/= MfO[Z Z|= Ex(Life Cycle Technical Controls)

6.6.1 A|AE! 7 EX|(System Development Controls)

OfZ2|7#|0| ML CrossCert A|AEI JHet Ol HZA 22| 7|=0| 2} CrossCert 0O 2|3}
ezl MBHELICE  EE3H CrossCert = RA 2F EX CA 7|52 $dSH7| sty 7|

DHSOAH A2ZEQNE MILUCH d2fst AZEQ|0{= CrossCert A|AH JHE 7|F0f
2k 7§ Lo

NS FAE, AT g AZEYolE, ABEO|Lt CrossCert ZHEl MAE AAHOA
AZEQIOIE AFeHy| ¢ =TS MBotn, ol A MO AHEX S M2 AE
20| HHEYLCt

6.6.2 HOl 22| EX|(Security Management Controls)

CrossCert = CA A|AHIO| configuration & ZHA|SID EX|S}7| @8t OFHAEZ O§7tL| S0t
HMe JHEL|Ct CrossCert & BE AZEY 0| T7|X|Q} CrossCert 2ZEY 0] 2Glo|EC

Ct.
4l B2 WMBLICL o2 o s HY AZEY0o PAYZ +5o=

J%I'_)I\_ [== fan gy T=2o= T o —
QISot=0 AMEELLE X At O =0 Z7|H2=, CrossCert = CA A|2B9] RHAYS
7R3t

6.6.3 2lo|= MO|E HQl EX(Life Cycle Security Controls)

e 8 SlsLIth
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6.7 LJER T HOt Exj(Network Security Controls)

CrossCert =, @3t Qle 2t 7|EF ofelHel 23S oldstr| {3 AIZHE SAR 7HO| =0
ep 2oteEl HES3 | RA 7|55 +HYLIC}. CrossCert &, &2 2t
A el olg= S3to

6.8 A|X ©9/Al(Time-Stamping)

2IEAM, CRL, & 7[Et HX| CHIO|HHO|A AEZ|= AlZH 81 2 FEHE ZSSHOOF Lt

defet A2 E= F=st 7|He Ees st

7. AS A, AEAM HX|ZE 9 OCSP == n}Q(Certificate, CRL,
and OCSP Profiles)

7.1 91 A{ = Zuf2(Certificate Profile)

CrossCert QS A= HIMOSZF (a) ITU-T Recommendation X.509 (1997): Information
Technology - Open Systems Interconnection - The Directory: Authentication Framework, June
1997 1t (b) RFC 5280: Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April

2002 (“RFC 5280’2 Z=43tL|CL. QIEM QB0 a2}, STN OIEME ZIHEOZ AlZ|dt=
Mol gkt E|of CHst XAE  CA/Browser Forum Baseline Requirements £
bL|CF.

MY e
4> oI>|
ot

X509 QSM= x|t Chg [# 90 8 712 Fat gE 7HLCH

% H(Field) Zt =2 z} 3t7|(Value or Value constraint)

A B |4 20 H|E0| IERIE JIX|E WX DN D 3

ME L& AISM MBO| AEE= YaE|F A2 BI|X} (CP 1832 ¥x)

LR AEHON) [H7TZ1843 B

SBI|ZHAIED) st XY Al 7| . U.S. Naval Observatory ©| Master Clock 0] SA|3}.

SB7|17HE) E5t =™ AZE 7| U.S. Naval Observatory 2| Master Clock 0ff SA|Z}
RFC5280 of 2t 2 §}E=.|.

CH& A A EE HM7xz1242 X

L&A 5571 RFC5280 Of 2} 3 Eg}E

SEE RFC5280 0f j2} AiMe|1 A ESHE

0 STN QIS A7} UHtA O = RFC 5280 2 &=43}7

rir
_(')_I-

X2, LdFe =g XX @71 2




[E 9]- QA=A =20tY 7|2 H(Certificate Profile Basic Fields)
7.1.1 ™ =£=(Version Number(s))

CrossCert QIZSAN=, EXM EZEE Q=SMI} 7|F29 AAH”HZ X dt= X509 HHA 1
OIZ Mol SBE|7I= BHAIBH X509 A 3 ASMYLICE CA ASME X509 B 1 0| 7L}
X509 BT 3 QIZMOl0jof FLICH ZE ALK ABME X509 A 3 QIFA{0[0fof
ehct

=

7.1.2 QA=A =% (Certificate Extensions)

CrossCert = X.500 H{M 3 STN OISME H 7 2 13 2 & 1 B2 = X3 8 27}X|0|
o2 f7E= SEXNEE MSLCH JHEEQ 2E0| S 8EX|TH & CP 2 HE CPS 0f
2l Sete|X| (o™ JHEN SH2 EYs ™8E 427t ofLH A8E = gl&Uoh

7.1.21 7| = (Key Usage)

X509 HH™ 3 OI5ME UHHOZ “RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and CRL Profile, April 2002’0 [}2fA| OJAIEIL|CE 7|2% YAHO| EEAI=
UHtM o2 CA 2E M0 Cistol= TRUE 2 MHE|of Qon, XF M 7YX AEMo=
TRUE =2 FALSE 2 MH™E &= Q&LIC

Fo|: HOIHX| HEZL 0|23t QASAMO| M0 JUS TR Qonf, o= PKI YA}
OMA! H|EQIEX| HIEZ} QO|st= && 7IF0| CHstol 2helst 7t 97| WELICE 23t
2o|7t O|RO0{H W7HX|=, H|R QX HEE AR MEIXZ0A 207t g2 AYLICH
O LIOHZt, 743 Yutd o= ALEE|= OfZF2|7H0|MS0| 4 H|FQHX| HEE EFoHX|=
RSUCHL dg2E, HEE d4d%t= A0 MEXAZ0| ofH ZEE UE I =22 FX|
2 = AZULCHL ZoECRE, & CPS &= HREQHX HE HEZ 27FSHK| §fSLICH
Managed PKI Key Manager £ £3}0, S 2| Q7D+ HOE5Y 7| A8 QAS A7}
LdHE FR0= 48E = USLCH TXF QS A2 Q1510 HdlEl H| R QIEX|ef
SHEE dNe B2 Moz JHYRet MEXE 7te| EA| YLCh A|THEDF CrossCert =
i 20 2SI YNe| MAS FHSHK| UASL|CH




7.1.22 Q1= A ™A 3lEH(Certificate Policies Extension)

X.509 {7 3 QIZAO| “OIFA F2 =A== CP M 7 X 1% 6
8 20 fUE M Z=HSO| WE STN CP of et x| AEXZ X
=2 PYL2 FALSE 2 MHEL|CE

7.1.221 QS A A =%Eh0)| CHSt CABF Q Z4(CABF Requirement for Certificate Policies
Extension)
CHQ 8% 9 7|2 8% SSL 9I=A= CA /Browser Forum Baseline @712 F=¢rL|C}.
= S
o

o — =
Al A SRS ZESHA| BOHOF gLtk

7.1.2.3 Cj4F CHA| O|E(Subject Alternative Names)

X509 KT 3 QIZMO| “LYAiA0/E EEXI0|=, Public Lite #H0| ChsiM= MEjxoz
oMY F&F “LHYLIAO/E M mMeAst X, RFC 5280 off MELICL = =X S8
A2 FALSE 2 dF gLt

of

7.1.24 7|2 H|sHBasic Constraints)

CrossCert X.509 H{Z 3 CA QIZMO| “7/=xsr S&AH= CA ¥o| TRUE 2 MHE 0|
UOOF ZLICL XF MEX ASM= “7/2A2F 28X= CA FH0| FALSE 2 2FL(0f
UOOF LI 2 =YAe S2E FHol= CA ASAMO| Oistol= TRUE =2 23L(0f
ASH, 2T ALEX 7t 2ASAM 0= TRUE 52 FALSE 2 282 == QUG

CrossCert X.509 HH™ 3 CA 215 ME 6HE, 0I"A17} ol= E20| [E 4= U= CA A=A
o =Xt /=& 2R

DHofA ZHE CA ASM7 LAt
0" o2 2™EY, Y XFT AMEXA A ASMIE ABM 2 o E = UASS
HA|LICH

7.1.25 =%El 7| 81 (Extended Key Usage)

JEHLR, "BHE 7] s HIER 2TYAZ AFELIDL STN CA ASME “g&E 7

= O =
& SYAE ZEOHA| LT

=] =]

-83 -



7.1.2.6 CRL H|=Z X|™(CRL Distribution Points)

T £0| CrossCert X509 BIX 3 A5 ALt 7HUR SASH F7H CA AT AL, M2IXE}
CA QIZMo| MEIS oY 4 Q= CRL 2 #=¥ + U N4 URL 2 mEHsie

= =
“CRL Hj ZEX|E” SHE RIS L EHSHL|C}
7.1.2.7 AEHAL 7| FEA|XHAuthority Key Identifier)

CrossCert = Mo Z X509 HM 3 X|F AIEX} 7tUX QASALP 572t CA S A9
SHAXLO| HHR} 7| HA|Xp(Authority Key Identifier)E XHQ ES&L|CH QIS A X7 CfA
7| BEAIRE YAE =Zeshs Mof=, dohAt 7] EAIRLE CA 2 QS Mo S37|29 160
HIE SHA-1 df X o™, ARt 7| HAIX} A= 2 CA 2

¥
CH & AlH 0} EotetL|Ch 2 23R Z2: FY2 FALSE 2 AN EL|CH
7.1.2.8 CjAF 7| EA|XHSubject Key Identifier)

CrossCert 7} X509 H{& 3 STN OQIESME “OJAI7|BAAY SEAE [
QIS MOl TS| S&7|0 2HTt “Z/HA[AF7F RFC5280 Of #EE 2| &
MEe|ofoF SLCH 2 XL SR FY2 FALSE &2 M EL(Ct

71.3 &102|E 4N FEA|X(Algorithm Object Identifiers)

CrossCert Q1SN = ChE E12FS & otLIE 0[8st0 MEFLICH

ujn

o sha256withRSAEncryption OBJECT IDENTIFIER := {iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs-1(1) 11}

e ecdsa-with-Sha384 OBJECT IDENTIFIER := {iso(1) member-body(2) us(840) ansi-X9-
62(10045) signatures(4) ecdsa-with-SHA2 (3) 3}

o sha-1WithRSAEncryption OBJECT IDENTIFIER := {iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-1(1) 5}

o md5WithRSAEncryption OBJECT IDENTIFIER := {iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-1(1) 4}

o|et 22 Lue|E5E 0|83%t0] WdE QASM MPEZ RFC 3279 £ F510{0F LCh

sha-1WithRSAEncryption o sha256WithRSAEncryption, = = ]

md5WithRSAEncryption®0| A+-8EL|C}.

> md5WithRSAEncryption 2 QX AFQl A&MS EXSE7| 9610 AFKO| 201817| st 0t AFR &



7.1.4 O0|E 2Al(Name Forms)

CrossCert = STN QISAMO| LAlXt O|S 0t T AHHS M 3 = 1 & 1 20 maf xHY
& LCH YWAXt o|E2 2t WAE AS MO 77t RE Y UHX CA o S&0|ES
ZekeL|Ct

EESH CrossCert =, & A2(XF AYMO| X|FHE URL O dE ASMel AEXRUZS
HAISte SX|E ZEoh FIHHQ 7| CHIE ZT ALEAL ZHYUAL 2BM Uof =g £
ASLICEH M=t 240 T 0jele, 2F QSM Weo| a2, ZBE =2 4328 HTHo|
s 7|2 HHRl2 Stoig QISAM7ZE el SHE A8Y = QA ZIYRAL, HE ME2|Xt
Ao XIGE HEZE QSO FA SHEAL0| EehE 402 S8 E LTt

7.1.5 O|E X|SHName Constraints)

s Aret BlsLICh

7.1.6 IS A HX ZHK| EA|X}(Certificate Policy Object Identifier)

20 ot = Zd SN FH =Rt
Zgtot STN CP °| A ol 2 7= ASMO| Cisto=, oid S Ao et STN

7.1.61 QIS A HxH ZHN| EA|X}0|| Cist CABF 2 Z4(CABF Requirements for Certificate
Policy Object Identifier)

EHQ 88 3 7|38 8% SSL %H'— CA /Browser Forum Baseline 274& ZT3%fL|LC}
STN CP X 1 = 2 &0 &E FH BAIXO| Xt ASME2 s AS A7t ol2
nl

XH
A
2ASO| et YACAD 2A2EHE EAIZHCH

_,_

% CA o A7} Oftl BF9| CA O WHE Q1FAE, 2012 W 7 9 1 YRE 121
A
=

* 9l CA o CABF 24 E+E EAlStE, M 1 = 2 &0 pEE X 2 BAXE
ZESHSEOjoF & 2|
zH”

o ‘KM HA|X}2.5.29.32.0)2 EBISIX| UOfOF Bt
23 CA Q| A ARl &t CAOH LHE QAZM=,20124 7 1 L2H O30t ZELCH

* 9l CA o CABF 24 E+E EAlStE, M 1 = 2 &0 p8& FH 2 BAXE
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A
T A

Mot
ojo

o KA HA|XH2.5.29.32.0)2 HA|XOl XA FA|XO| Zs

7.1.7 ™M H|st 2HEX] Al (Usage of Policy Constraints Extension)

s Aret BlsLICh

N
-—
(o]
o
12
4>
1=
1o
2
rhu
=
-4
o
B
o
=
<
[»]
[
=
=
D
=
(2]
7
<
=
Q
X
Q
=
Q.
7
D
3
Q
=4
o
@

—

CrossCert = LHIMOZ X509 MM 3 STN QS MO QAUSA YA SEXP LJo| HA =41
LS Mol @&LICH Yetdo=z, Jd2{st QSMe, & LMEXt AL
S|

=] =
CPS & HAlSHs, CPS KT +40iS mBBLCL 0l0] X712, U2 ASAS2, M8

3]
o = —
ME|R} HQUME X|™S= AFRX} EX| £4l0{(User Notice Qualifier)2 Zsts7| = SHL|Ch.

719 =59 Q=AM ™Mo cfst L E=E X 2|(Processing Semantics for the
Critical Certificate Policies Extension)

s Aret BlsLICh

7.2 9I=A EX] 22 ==2mf2(CRL Profile)

0%
H
i
AL
i

M FHO| X3, Ojof R&tdt= CRL 2 S/HH=z Lzighes ATAMo &
S A|A

| s —
A/Browser Forum Baseline Requirements & &2=%tL|C}.

Moo
0

H7T 2 CRL &2 RFC 5280 = =5tH otz [&# 13]0 & ArdSa 7|2 9=
ZoretLot

& oi(Field) & 222 7+ Hsh(Value or Value constraint)

A H7x 23815 A=x.

2
]2
m
!
L)
ol

RFC 3279 0f [}2t CRL MEst=H AR &= 2Ana|=.

fa

CRL & Moty L= EXY.
C

CRL 2%},

Jo | nE
for | o
e
Ral

X7 9Ho|E X}7| CRLO| E4SHEl SRl CRL W3l HIT = X4 X438 785 QA0 [ME.
X = 2EM X ASMet HX| LXel dH HZE ZooH HX| & M 52
[ 13]-CRL =2 7|2 HS(CRL Profile Basic Fields)

7.21 ™ ==(Version Number(s))

CrossCert QIZ A= X509 H{™ 1 I} X 2 CRL & Z=E X|YstL|Ct. A 2 CRL £5&
RFC5280 QHEE F43fLC}.
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7.2.2 CRL 1} CRL ¢IE2| ZXHCRL and CRL Entry Extensions)
s 80| &Lt
7.3 2219 9IFA MEff ZE2EF = Z0f2/(OCSP Profile)

OCSP (2212l 915XM ME|] =ZEZE; Online Certificate Status Protocol)2, £ ol
HX| SEROI 2t5F A[ZHH HEE +Hol= LYYULICt CrossCert = LH22 fRILCH
o RFC2560 & &%%l= 2oiA 2 7| 2ASAM =9 7| OCSP, O2|11
o RFC 501 =

oA 2

lIQ m|m
ro

ol

e

o

fuju
=
[>

w J
N

e

ro

ol

e

OCSP MHEZ 2|3t CABF_ 2 74(CABF Requirement for OCSP Signing)

COol e85 9 7|8 88 SSL 921= A= CA /Browser Forum Baseline @712 F=2=3tL|C}.

OCSP 852 RFC5019 & &==3l0f 3l0, CtZ AdE & StLHE EF5H00F LT
o X HEfZF HOIE ASME LT CAO Qs MHE, B2
o X HEfZF HOIE ASME LT CA O 2/5t0] MPE 2SS OCSP CHSAH0]
o|sto] MYE. 1243t OCSP CHESX7F A HBE QIS A= RFC2560 Off ™=l id-pkix-
ocsp-nocheck S MALE Eststn QJO{0F &

7.3.1 HH™ ==(Version Number(s))

RFC 2560 0] 8% OCSP AFYC| H{7A 1 1f RFC 5019 0f F&El OCSP AtYO| HA 1 &
INEE=10

7.3.2 OCSP =% (OCSP Extensions)

TGV MH|£&, 2t OCSP g2l %|4ldE +=ESH7| sty 4TS AF Al g7t
2ELLICt. CrossCert = 2t OCSP CH32 ZudES ESZ| st YAIH AtdES
O|83IX| o, UAMSE YAl AFZO| =etEl QFo| YAIHQ AtgdS 7|CHsHR| &L Tt
CiAl, S22 iSo HUEES =elsty| {8l X AlZtE HE3H0o{oF LTt

8. &Y ZIAl 8 7|E} =% (Compliance Audit and Other
Assessments)

PIE7|& v2.0 EE= O =& HHO| Cfst A7t AEHAE(WebTrust) Z A=, CrossCert 9
HlOJE ME % STN RE C £ 37|48 CAS, a2 2 7|48 A /iUE CA S,
dg|d M 1 =3 & 1 20 pdE Sea 1 7428 CA =2 ZE3t Managed PKI CA
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MHE| A0 CHSHO] A
CrossCert o] 0]
7| A

|0 ZHAF BEX|= Q& L|CH CrossCert =,

20| et HAS S

An annual for Certification Authorities v2.0 or later (or equivalent)

A =

ZFELICE

= ZEAIQF &0, CrossCert

STN Lf XtAlO| ME =
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CrossCert

FZ240|Lt 2erdo
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FA 7L, STN
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2| ZEXtel
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Jofl
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9. 7|E} AIY S ®HE Ap2H(Other Business and Legal Matters)
9.1 +=+&(Fees)
9.1.1 QSA| Ul =2 7HA =T (Certificate Issuance or Renewal Fees)
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9.1.3 HX| S22 AMEj MH ™2 £==E(Revocation or Status Information
Access Fees)
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crosscert.com/repository/refund/ %t7)0| f78FL|C}:
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ZtRe| QSAet #EBI0] CPS o Shigh 2[F & fldtet B0 7tAs ASAME
HXotd s & AS 2ot = JUAFLICE CrossCert 74 ZtURICl IS ME H K¢
20|, CrossCert £ (ASM =7t UEFIER HEE 82) IR HUEFIE A
Y LCIEE FISHALL ZHEAOIA 22 ST ATM 2B 2 THS HESHOOF
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9.2 XX & ol 2 2l(Financial Responsibility)
9.21 H& HAF H2|(Insurance Coverage)

1Y AHS2, AU REZ Q5o g@EY &+ A= 80| oisto], A7 ERoldA
HH3AE SoiMd dYNez (¥ #Eol Eds /XASts A0l FIgLoh

o o=
CrossCert = 112{s ML} SEt9(0f Cf3t B ®AS SX|LC

2 2 fotol ZEot MY AAS RFXISHOOF S, THXIQ
M2[XS0f Chet MAZ REE 5= A0OF LICL CrossCert 2| MYH XHAO| 2ot At
http.//www.crosscert.com/service_company/Main.jsp?_action=SHOW&_ param=WELCOME_IR_
PAGE O M Z71E|0] ASL|C

71 aMe 2Ym 9
o

9.2.3 F7} HZE HAN H2Q|(Extended Warranty Coverage)

[CrossCert PKI Warranty Program Protection Plan 2 7t 2%t m=2 20|, STN 9|
AZHEIS] MEEOQ Lo HEEL|CH O =20 HEE|= Z20=, CrossCert PKI
Warranty Program Protection 2 CrossCert SSL 1 ZE A 9IFZ AN 7XES CrossCert 9|
SN Ll AYO|Lt 7|Et CrossCert o utd =2 o QIEKE 7HUA= sHE AH
ASf o o|FE EF5100F gHe 2 Q% =HO|Lt & 28 E 2 LTt CrossCert PKI
Warranty Program Of 2toh E8FHOQI Atgtir QIS ML #Esto] Hyds #{o] 25t =
http://www.crosscert.com/pkiwarrantyprogram < ZrZX38}A|7| HFZHL|C}.
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9.3 AtQ & Hol 7[4 X/(Confidentiality of Business Information)

9.3.1 7|2™HE | H2|(Scope of Confidential Information)
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9.3.2 7|UM™MHEO| Eetg|X| 2= H™H(Information Not Within the Scope of
Confidential Information)
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9.3.3 7|LUH™MHE HZT *Hol(Responsibility to Protect Confidential Information)
CrossCert = X| 3 Xt0f| Ch3H S7HQt fEtez2REH il YEE B Ch

9.4 JfolF 2ol mZ2f0o/H|A|(Privacy of Personal Information)

9.41 7§04 H3 A =l(Privacy Plan)

CrossCert & Ziel He B2z FHMg 50 Ad  Fo|n, O0ls

http://www.crosscert.com/service_gccallibrary/Main.jsp?action=SHOW&_ param=GCCA_LIBRAR
Y_CPS08_PAGE 0ff S70%|0{ /1 CP X9 X 422 &6t0 YESL|LCH
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9.5 X| Xz £ (Intellectual Property rights)

ARSI ME[AHE 0[2lQ] CrossCert M2 =OQl FHOAHS AtO|e] XXt HiF2
81T CrossCert M2 EOQl FOIRIS AMO[2] 2t AHFMO| Fot HE MELICL 7t
MEIRSDH 2HEE NHILE2 M9 = 52 Ciaat 22 =dE HELH

9.5.1 QI=EAet HX| MHEO| XjitH(Property Rights in Certificates and
Revocation Information)

9.5.2 CPS L} x{4H3(Property Rights in the CPS)

STN &HOXI=2, CrossCert 7t = CPS Off 2ot 2= XA MHS HRers XL

9.5.3 O|£0f CHst x{j4AHH(Property Rights in Names)

ASM UEAE ASM UM (= 89) ZFE Aol 8, MHAE, 52 d=9t
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9.9.3 O EZ2|AH|0| M AT EQJ0 ZZXI2| HH(Indemnification of Application
Software Suppliers)

RS AZ|XFS0f Dot MY &ohd #7830 =5t, CA

- od =T T
CA EMo| Mt o|F =2 ME[XtL} 7|Ef CHE AFREO| oot Azt A5 Sl 52
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9.10 AIef Z|ZF & Z|2f Z Z(Term and Termination)

9.10.1 #|2t7|ZHTerm)

CPS = CrossCert &40 AKX A|EEH 0| 2MsHL|CH 2 CPS 9] 7JI™HE2 CrossCert
ME0 A ARE ==O0| ddgtL )
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9.10.3 A E2 2} &= 7 1}(Effect of Termination and Survival)
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Q Fa707F St ALZH| FL5ELICE

9.11 ZIojx}=51dfo OJAILAE % J4EZX EX/(Individual Notices and
Communications with Participants)

O MRS 7H ANl 2| SR % 8, CrossCert AE ool HOXES 2RO
247 259 FHO fg 1HE $ 3, M2 2507 9ot 4AMoR a|Hel
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9.12 7% (Amendments)

9.12.1 7§ EHX}(Procedure for Amendment)
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PMA =, CPS o HZAAMZO| 2} SN SeHA0 XStz QAUSAM FHO| K| HA|XLO
HZo| Hast X|E BHEFSHO{OF SFL|Ct.

— =

w

9.12.2 EX| H|7IL|F1} 7|ZHNotification Mechanism and Period)

CrossCert 2t PMA =, 213 270 Ot w7, URL of CHEH HE, A ety HME S 20
SRSIX| @2 ArZo| JHEO| CHstol=, SX| 8io] CPS £ JHEY #HetE ZHELICH
HEAILO] Z2%t AIHQIX| FCHSHA| @2 AtEQIX| Z7ESt= PMA o TEH2, Moo=z
PMA o| ZtEh Hok Lo ArtiL|Ct.

CPS Of CHZt J4XQt H|QtL, https//www.crosscert.com/repository/updates Off A X{st
CrossCert XMgao| ‘Y7 T2 YCHO|EQL &X|(Practices Updates and Notices)F =0

AR LIt

CPS O E2| #78E|0f ATt StEHEE, PMA 7t ‘CPS of CHEH SCHSH 747 ALe0] STN 52
O 2Rl HOE REtE AS J[A| FEOHALE OS] 25t ERsithe Y=
40| =, CrossCert 2 PMA = CrossCert HZEA0 SIE W-HAIEE AMYE 4= ASLICTH
ot WSS AL SAlMl A 23S JHHLUCHL AXeE 2, g2|H el AlZh o,
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CrossCert = o 7HEALZO| 23510 CrossCert AME 0ol EOIXHZ0|H &SX[5H0{0F
ghLct.

9.12.21 2| 7§%l 7|ZHComment Period)

el e d9E Helstn, CPS JHEQte] SaAtaof st ofd |l 7|Zh2, 7HF ol
CrossCert A0 AAE S2EE 15 & S OFQILICt. CrossCert 2] MEEOQ EOXIEE2
ofd JHT 7|2t BE AMK| 2HAE S5Y = UFUCH

9.12.2.2 o|A XA 2| H7{L|E(Mechanism to Handle Comments)

PMA =
ol glol 2
g2 EMI 71le AL, (c) S|
EX|5la CrossCert X%&A ‘@R =X AHHO|EQF EX|(Practices Updates and
Notices) F=20 SX|H2=2ZM 7HE HAHHES HIY = JUSUCH HMAHE 7HEAFLO|
NEEALL HlZX] @& o, o/ J4T J[zho| RrEE[H SiE ArES0| CHEt 20|
ZHA|E LI

9.12.3 OID 7} HZAL| 0O} sl= A2 Circumstances under Which OID Must
be Changed)

Y PMA 7h RIEM MO RStE M EAAYE BFE EQ7h ArPd EESHE
BFR0=, W8 MES2 A ASM 20| Fsts ASM FHo| et A7 A
HAIRE zZetotofop gfL|ch. J™EX| o, JWPAMLS2 ATM FM AM BEAIXO
HE0| BRI HELICf

9.13 2% o Z =gHDispute Resolution Provisions)

9.13.1 A|QtEl, CrossCert, 12|11 11ZHZF 2% (Disputes among Symantec,
CrossCert, and Customers)

CrossCert M2 =021 HOAS AO[S] 22 GALAS A0 & A[FMO| A Sf g0
et s 2 =|ofoF ghLfct.
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=M (Disputes with End-User
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9.16 Z[/Ef Z=gKMiscellaneous Provisions)

9.16.1 2t™ geto|(Entire Agreement)
9.16.2 2 (Assignment)
e 8 YSLICh

sfie 8 SlsLIth

Z



9.16.3 22| X3&H(Severability)

= CPS o #780| &
dR0=,CPS 9| CHE

9.16.4 Tl ZH=H(HSAI H|E 9 HE| E7|)Enforcement (Attorney's Fees
and Waiver of Rights))

e 8 SlsLIth

9.16.5 & 7}=(Force Majeure)

2HEH 7t o{8ot= Hel WOolAM, ZHEA AfAet ME(A AGM= ATES E=d5t=
=7t =gS ZY5H0jof gLt

9.17 Z[E} Z=g}Other Provisions)

e 8 SlsLIth
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HE(Appendix) A. 2folE 5! 20| 9o|(Table of Acronyms
definitions)

9F0] & (Table of Acronyms)

and

&0{(Term) [&2|(Definition)

AICPA American Institute of Certified Public Accountants.
ANSI The American National Standards Institute.

ACS Authenticated Content Signing.

BIS The United States Bureau of Industry and Science of the United States Department of Commerce.
CA Certification Authority.

ccTLD Country Code Top-Level Domain

CICA Canadian Instituted of Chartered Accountants

CP Certificate Policy.

CPS Certification Practice Statement.

CRL Certificate Revocation List.

DBA Doing Business As

DNS Domain Name System

FIPS United State Federal Information Processing Standards.
FQDN Fully Qualified Domain Name

ICC International Chamber of Commerce.

M Instant Messaging

IANA Internet Assigned Numbers Authority

ICANN Internet Corporation for Assigned Names and Numbers
ISO International Organization for Standardization
KRB Key Recovery Block.

LSVA Logical security vulnerability assessment.

NIST (US Government) National Institute of Standards and Technology
OCSP Online Certificate Status Protocol.

OID Object Identifier

PCA Primary Certification Authority.

PIN Personal identification number.

PKCS Public-Key Cryptography Standard.

PKI Public Key Infrastructure.

PMA Policy Management Authority.

RA Registration Authority.

RFC Request for comment.

SAR Security and Audit Requirements

S/MIME Secure multipurpose Internet mail extensions.
SSL Secure Sockets Layer.

STN Symantec Trust Network.

TLD Top-Level Domain

TLS Transport Layer Security

VOID \Voice Over Internet Protocol

X 9o/(Definitions)

8 0{(Term) 4 9|(Definition)

#F E'g Il (Administrator)

Processing Center, Service Center, Managed PKI Customer, or Gateway Customer =& Lff
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8 0{(Term) 4 9|(Definition)

(AEet= A2, K55 82, CAL RA Jiss 8§
#F B8 MY SN LE QSAO0I0, CALI RA JISS2 £&ote OIS AISE.
0! Z A{(Administrator
Certificate)
27 Al(Affiliate) e MRg= R3A, HE 9, Iz, IBSA 22 MR A2 S4H0lA

AQHER DL floF HMIZot STN BHZE Rt MHIA HES
CAB Forum WE W OIA,“2tH At(Affiliate)” ct= SO
NEHE 2= J1g, MEUE, SEaAM, JIE =
2 J12 WA OHM, =& 2018,

FXIJl2 &t X
FE A2t SS2 SHL 3
, B2 2R HNZE=RH AE 2

AN YR 2 R 22 |AMAE HFIZM, 2 A CPS, HAM, 53 EX L HUEEESEH, 02l A AL
Ot} A(Affiliate Practices SE00F o= JIEt RAUS

Legal Requirements
Guidebook)

27 2l(Affiliated Individual) |Managed PKI Customer, Managed PKI Lite Customer, or Gateway Customer JH X2t 2t &
XACISZ (i) WM LHOIA Sl &, OlAL R, MEU, HAX, 8 S AHFE, (i)
AQHElol STHE FER, E= (ii)) HHMIL sHE At X1Xﬂ()il st M&Ee 28

Xﬂ P“ JIE D18 B2 AME2AHN JAs WA 2HE |5tE AHE.
&/ & Ol(Applicant) A (A MBS Gt Aol A FA. "‘/HJP ACH e, AMHE2

Po'ﬂi HASE . X0 LAE SO EHo}OIIL, MEOIZ ASMHU BEE BXE
AlbiotD 2F6t= HMOIMH, Ol= Y EXIOt AMZ SN RES Sdl6tHet:
ek

A& 0! O H(Applicant AFEOL AMHOIN 2o DEZ /UL MBS HEY FAIEQ S INls e U=

Representative) OOl EQl XtHCIOILE KtARl AZMEZM: (i) AEQS HAIGIH CISA AMEBNE MY,
HEGIHL &0lote AF®, d2l/E2 (i) AFS AIGIH JILX HSEANE HHokL,
MEot= Avg, Oeld/E2 (i) A1 EC10l CALl ZHHARI B2, MBS HAIGHH IS M
ol222 oIXot) s2lot= AR

OHEEIFHoIE £ TEZ 0 OIHY Bt XM AZERNLE UIEME ArE6tHL OASd0Ict] RE SHU Z&E

&S Xl(Application Software |J|Et &l2| Xt OHECIHOIE AZENHS SSA.

Supplier)

&5 AlEl(Attestation Letter) |GS =H HEIt 3HAL BSAL B2 28, S22 Zd & DlEt MggsS = Jds &l
°|ot0d HEoti MHE'S S3ote MEh

ZIAF B0 A(Audit Report) |22 ZAIZ2H2 BOME,HMS EX2 SHIt 2 QAS2 2HMEIEES
T A0 28 HAAAL 2HAS M=8H AL

&/ & Ol(Applicant) QISAN (W) AES ot A0 HA ZAM. ASAHI & LlDH, AFE

ot itz AZE . AX eeE oSAU tHolds, AFEQI2 ASAHH FHEE XS
Aot 2Zot= HAOIM, Ol oiE EXIJt ANZ UEM RES SAlotHetE
ek

AtSstE #E(Automated [S= ZZIF CIOIHHIOIAN Z&E FEQ dXcte X', UEM A0 S22

lAdministration) S0lE= EXRL

N&sHE #F L TZEF0f AsstEl HdEE scts AIZHEIN 2ot HM3dHesE AZER

ZE(Automated

lAdministration Software

Module)

O/ Z Af(Certificate) ZI A8 018, CA, IRt =2XE HZot= [HIHIXIEAH, PO'XPSI 3SIIE EEotl,
QISNS 2HIIHE E o &AM E

(¢}

Iz
oI5 A 4l E Ql(Certificate CA O gt SN 255 &IFEG
[Applicant)

OIZ A 4l E(Certificate QISAN AFE(BEE AFQ2 AT A= MOIME)0 CAMNH USN LS REGt= A
lApplication)

OIS A 7 2l(Certificate RE
Chain) 2=,

OIZA GOl (Certificate  |CAJI 28 &2 F20I U8 SHAZ IHX
Data) EIETeNE=TlR=i=t =0

OISA &l SH NI EEHZAIE 2HEGE
=X (Certificate Management
Control Objectives)
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E0{(Term)

X 9| (Definition)

OIZ A 22| EXf(Certificate |CAIt E0I5t= QIS A CIOIE, 23, MEA RA L ASAH HXEN YA 31,

Management Process) OIERN ¥ AZEANHS AHSW 2HE B2 &2,

oI5 A & H(Certificate 2 MRO0I0{, “Symantec Trust Network Certificate Policies”Z, STN € Xlticls &= X0l

Policies (CP)) MO A 2R

OIZH Eo J| B OISAN QEE E2 JIE KR ALD, it E2 S A 2ot SXES

2 11 A(Certificate Problem |2S0l (& =& E0QHALE!

Report)

OIS A HXI S=(Certificate |BI| 22 (52 LANXTCZ) LHE CAN 2o BAAMEE, CP M3 = 480 Wet 24|

Revocation List (CRL)) Mol HXE SN S=. i SE2 LN o=z CRL L&k 018, LU X, Il CRL
2rel O MUK, HAE ISAC Ldis, 2l HX 018 & S8 A2E HAIE.

OIS MK AHE K2&F(Certificate |21 SNt LSEEE 2Ect= HAMX

Signing Request)

21Z 7| Z(Certification STN LHOIAM QISME &, 22, HAl, ¥ HASHES AsS ALLS =M.

Authority (CA))

oI5 g/ FEZ (Certification |AIZHEN S22 ZHADL AEM AES 2 E2 HE, AS Mo g&, 22 2 HXE &0

Practice Statement (CPS)) [0 A M E0t0{, Managed PKI D24 E 0t Gateway D2 E0| MEoll0F ot R ==,

#elXl &7(Challenge CIEM SEot= S IS M A ool dE8E HIZ 7. AS At YH-EH, SN

Phrase) AEOIS JIAUXIL EH,CA B2 RA LS, JIURDIL IS AEME HIX &2
HASHDI Gl 22, HUXNE AUSG6H| fIotH BEX 2+1E ALEE

Z2A(Class) CPOl #&EE H tH2o SEE 2% =Z.CP M1 1815 X,

D2 AHIA HE(Client DHAA DX =2 129 ALY BHOAM 2AH AL HEBote MHIA HEH

Service Center)

&8 2'Al(Compliance Audit)|'Processing Center, Service Center, Managed PKI Customer, £2 Gateway Customer J}
2@ STN J|ESS E=ot=Al'0ll 26H0 2 A 2= FIIH 2HAL

2/ B{(Compromise) 8ot A9 EHES QAgE fhoz, 012 B0 st As = 3, SHAS
AAIO] A DJHQIT| 9t HEGHH =, fIvte &4, T, SO, |, AE Sle Mg, 2
SHEE JHOIDI0 CHEE DIEH CHE 20t gt

J| Y & 2(Confidential/Private|CP X 2 = 88 130 et JI20l |RAZOOF ot L.

Information)

&S Q2/Z Al(Cross S RO TE CASZUY AN EHU ABZ= ASA.

Certificate)

OISH BXl S5 AE CRLOIL} oY CRL W EEJI AI2E = A= X2AS AEE HAA.

JHStA(CRL Usage

|Agreement)

+2/gt2 7| 3 Z}(Delegated |CA = OFLIXIZH CA O 2lch 2stS L0 BN Z22BXUE 0TI HL CARHS

Third Party) SEANTCEZM 2elBXE XNJct= HHQ0IL HE =T

_724(Customer) Managed PKI 1124, Gateway 1124, £= ASB 1124 =2 & XX,

Zolel A&t 92 (Domain & TOIQ 0IF32t0l BN RES RIT AFlo HEs BEot= ZOlel 018

lAuthorization) SEX0l 2o M3&= MFLE JIE 2A.

T/ 0/5(Domain Name) |09 0|2 AIAEIAISl = S(node)0ll HIEE 2l (label)

Zolel 0/§&2KDomain SOIe 018 AlAEAS S LE0 S48 Jtsd 2 U 01§22 ME

Namespace)

Z0lel 0/ &= HDomain |0l 0|82 "ARA"ZE EF AZLU,  HESGHH=, SO 018 S=J120 S5&

Name Registrant) AZOILE ETHOIM, SO 018 A8 ASS SME = U=, WHOISLE E0iel 018
S0 SHE Kool =2 X FME 20lE.

Zolel olg (i)OFOIZH(ICANN), (i) =2t THIQl 0I§ SSJ|1&, £= (i) UERKZA E&2 dHAsSY

&=J/#(Domain Name HS AL HAAL =UXSE, SHISE E2 L=0)SH HASAHU AU et =0 085S

Registrar) SEE AMEOIL Il

J18 MEIA HIEH LY ZAHAFE Managed PKI AfHI A Z Managed PKI D2 E0f|H H3ots L2l AFY.

J| & (Enterprise, as in

Enterprise Service Center)

Al 2AVZE Al(Exigent ABHENO] "= JtJF STN J|ES SF06HA RotANLE, STN 2 2ot BtetoiLt |2

Audit/Investigation) ot ACHD YS0otst 0IRIE U= ZR0, AN 2o AAIZ= 2PALE EAL

F&J/2t X Expiry Date) [2IEMS REJI2t9 Ot €2 FHOE, S HU "~0l=F0= OtEd"'=2 HAIE EM.

2M6 SF6l= =2 QIEY THel Ol AIAE Lol 2 &9 =59 ct¥(label)S E&E ZHQ 018

0/&(Fully-Qualified Domain
Name)
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E0{(Term)

4 9|(Definition)

&SI Hl(Government Entity) |2 20t 2 ot= HA I, MOIMAl, M, 2, XAl E2 JIE SAE XY 38 &
ot ZAIE S0, =, &, Al, 7+ 5).

X & T & & (Intellectual LS AFEE = otLE ol &t0l CHSH 22l MER, S5, 9oy, AX, L JE

Property Rights) K ETHAHA,

Z2F 0157/ Z(Intermediate |XtAIC| QIS KDL, ZS ALEX IS CISME Yalisis ASI|2Q ASAH ZE

Certification Authority CA 2l QIS A A0, 2ISA Mol Aot S I|2.

(Intermediate CA))

L& AH 0/5(Internal BZ2° DNS E 0I25t0f E £ 8= NH OIE(0ISE OO 020 ZSTX LS £

Server Name) UB).

= A7/ P(International IHIFRE, & 01429 FA VS MEO| Us &, =%, @Y, S22 RS AFE0

Organization) 26t dgE =&,

g8 CA(Issuing CA) S QSN2 2S00, AISNHE LElcte CA. RFE CAOIJLL otI CAY = US.

J| ¢/BKey Compromise) |28 Sl= MBSO SIHE el F, ASH ole AFZ0| 28 21, &2 ASt gle
Kol cloh e 2ol AREC=Zz EIHote JI=2 fttel AoZ2 ogE

I 44 HAZLI(Key CA2 =2 RAZQ J| H0| M4, HIIJt 53 == 0IMZ LY, JHel3|It

Generation Ceremony) S2EAHU, B3It &L= EXL

I 44 AFE E(Key CA J| X9 MMHsS <8t EX0 28 AFAQ HE.

Generation Script)

I #e|X #EF E ST (Key |Managed PKIKey Manager £ AIE0l01 Managed PKI D242 2ol I M40 232 J|sS

Manager Administrator) Aot dE EEA.

3| #(Key Pair) et e =331,

Il &7 E5(Key Recovery |233t I|E ASoIH 2S3tE It XS JHRIIIE E&ot= OOIH 2 X,

Block (KRB))

KRB & & Managed PKI Key Manager £ ZEQNHE AIE6t0{ M4 &.

I E7 AEIA(Key LA XISl I3 E =361 21560 Managed PKI 12242 Managed PKI Key Manager

Recovery Service) MO dRECZ I 57 =52 S7ot=l 28 235 IJE HIot=" AIREQ
AHIA.

g/= Ji(Legal Entity) Y =0tel BHE AIAEA BHA HIUE JXe= AL, SIAH EXEIAL AE, 32|12,
S22 JIe & XA,

Managed PKI AIQHENO] D121 DM T AL ASAHE, Y, IEUW, 3=, ¥ 02, J2lD MY,
ctRE L Boren 22 AXF HUSHH BHEE & JUSSE, 2SN SEE
'Al2HEN O] managed PKI MHlA'. Managed PKI =, JI&0| GIAIZE, 2ECIUIE,
AUAECIYE, JtA DOl WERKD, D2l HXAHN HE2IAHO0I S CHEBHH & £
UCE 528

Managed PKI && Managed PKI D 24S 2|8t RS3t WAl RA JISsSS =8dt= #E EZ AL

&5 Xl (Managed PKI

|Administrator)

Managed PKI S X/ Managed PKI && &2 X0 IEAM AEN UE Hisg 35S 88 = AN 3Ect=

#IE{(Managed PKI Control |2 J|8t QIE{H Ol A,

Center)

Managed PKI 7/ EE5 Managed PKI HI2tA 0l et 31 SERE A8y S HEHS Managed PKI DS S

22| Xf{(Managed PKI Key e I =7 ER4E.

Manager)

Managed PKI 3| 22| A blA{Managed PKI Key Manager £ At&36t= Managed PKI 0l CHE 89 R 2R =32

#F ggx9 A8 MF.

Jt0/ =(Managed PKI Key

Management Service

|Administrator’s Guide)

0= o/Z(Manual 2ol AIHHIOIAS ASGH A EE X0l 2A5HH, AUSM A E A&l StUA 322

lAuthentication) ST HEL=E X

Y0l 25 J/E/(NetSure CPSHMOZX 28 330 nEE &l 2 T2,

Protection Plan)

o/stel Jtel Xt & 2(Non- OIS A AIFMOIOl CALF RAOIH MZEZ D QISAMO Z&a HLO0IX2HCALE RA

verified Subscriber O|ot0] EOIZ Xl LO0tA, 28 CA QL RADL IS A AlFCIN 2al MEE HE ol

Information) CHotod B&6HA e 3B,

L£0/5tX(Non-repudiation) |HMETIHLE P&t ASAES HALZ Bolgte AS SXote 48 Jl=. S8 2o,
SAXIE FFUX AKX AgACetE, SLE NHRAZFH ot Ol&el ol ™ HIAIXI ol
Cist =8 202 =cfiel ASAES Rolote AS8 ZE. 9 2% Ha, SN, &2




8 0{(Term) 4 9|(Definition)

PIAZL0 SIHLZ RoE XN = US.ME SUH, STN A SAMU CHoto SE
dTUAE2 2230 2ot X 2FE NXots SHE M3 = A2U, O
AHete 2= RYXE AHotke %3

2034 HAIZI(Object SH AL 21 ScHA0 Us MRS EEM et SSE DR L 52 =X

Identifier) HAIAL.

OCSP (2212 2ISA &8 RIZAXSHA AAlIZ QSN ME B2E HMBots 22t QSN &0l Z2EZ.

I Z&Z; Online Certificate

Status Protocol)

OCSP (HEXHOCSP QISN AH RES TESHI| AAGtH CAL A StiAM 2EED HEAMH HZBE 2t

Responder) Ab. 2etel 1SN AE = 2 =X

QPI2}o! CA(Offline CA) HERI UKL SHACZFH 256t st 222 0|52 28240 #FHUHAM KX
2= STNPCAS, 23 2E CAS % JIEt XIBE =2t CAS. 0|28 CAS2 2 F
ZE ASX Ot Xt LIEME MIEGHX &2S

22}9! CA(Online CA) ZE ASR Ot LIBEME MES= CAS2, HASH MY MHIASE HM3B6I f6tA
=ctelolA FXIE.

2cC10 oIS &E AZITIS0A ZAIZE QSN AEH EEE HEots 224! SN 2ol ZZ2ES.

I Z & Z(Online Certificate

Status Protocol (OCSP))

29 J/ZKOperational QISANIt 2eliE LARE(BES, USMHUAM &l I JASH Y LAl) LS AL

Period) otegs AAl E2 2t Mol HXZEsE LAl

PKCS #10 RSA Security Inc.0fl 2/5t01 W& &, I &= J|E(Public-Key Cryptography Standard
H#10)2 2, 1SN MY QAN st 225 FoE.

PKCS #12 RSA Security Inc.0fl 2/5t01 W& &, I &= J|E(Public-Key Cryptography Standard
#12)2 =, JHQID| OIXMOl CHEH QtXMEH 2=tt2 HOIE

& Zcl A5t (Policy STN U XMBHl 2 2 S S Hote MAS Xes AISHE LHQ Il &,

Management Authority

(PMA))

Jl& o!F Jl&(Primary OIEN S& ZHA0 LSt RE CAZ ESotH otfl CASOINH 2USMHE LEd= CA

Certification

lAuthority )(PCA)

JH 213|(Private Key) J| #ol BRX0 26t HlLelol E2&es 31 &2 J0IMH, MAMYS MHGHI| 6H0]
MNEL D, gXlote 83312 ¢5steE ML JIS0IL II2E =53 ol 0 AFEE.

el ME QISN Ll AMEDE 233 L= 22 oA S| dIRAS MAots Il 2 (AIRHE

(Processing Center) =2 S5 ZHAN. 04 L AMN0IE AMIZO0HUAM, MeldleH= STNUNAM CASZML
AES SUGHH, USAMY ZEl, 2el, HX, L HAo 2E 20X AI0IZ2E +="&
ol At 200l A, Meldle= ot MUlA dIE 2l Managed PKI D282 CHAIGHO
ctO|Z AIOI2 MHIAE H3E.

Z&F/(Public Key) XIct= eIl ARK0 25t S50l SHE= I &2 II0I0, MR AR
jeldlz2 MAst MIUMEES 2156t 25slor)| Rot0 ABHEZ, QF AKKH9
ezt Ss53HE

& I|J/BF2E(Public Key |13 AN DJIBtESI| 253 AIAECS 2 Mg SE§Xo=z Xdcte &, J1&, Jls,

Infrastructure (PKI)) AP F&. SINPKI= STN 2 E230ot1) Aact=0 &5 8856t M2z 248E

FIHNFCZ A= gXlote RE CSAI el S2H= MHECAHOE AZEANHN A2AXZ HEEEO2M

O/ Z A{(Publicly-Trusted AZZ.

Certificate)

SXZ 2HAKQualified M 17 & 6 &(ZFAS XH&H)S SFot=s AEA0ILE HA FAH.

|Auditor)

S8 oo/ Coel 018 S8J120 sE& 0ol 08.

0/&(Registered Domain

Name)

55 J/Z&(Registration QISM AA, AE HEOILL &2, 21EAM HAILE 240 2436I0 AIEAM AMECISKRE

Authority (RA)) 2 Q= CAZRH 30 22 A

22 + Us S SH, S5, Hdotfs, 0l0Ig =42 201 AFHQ UE 0122 ZEAS AE0HH USE

= E/(Reliable Method of SN S SEh

Communication)

& Z| Xi(Relying Party) OISN L/ES MUANEE MIAGIHH ESsl= JHelolLE J12,

LIE T H A A2ITE ES0cts oIl JI&e X242 CAN 26t REE HLA

(Relying Party Agreement)
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20{(Term) %1 9| (Definition)

X &4 (Repository) CRLOIL} OCSPUIS A2 ZIHEQ PKI Xt MEB(QIESAN H& L ASHARER)Q
OIZAN MEH BE2E ZE&sh 22t2! HIOIEH0lA.

T & 0 Xt (Reseller) SE O30 AISHEIOILE 2HHALE CHAIGHH MBIAE OHIE St AL

GletE IP F£4 IANA D} Ol 2=l 212 HAISHIPv4 LE IPv6 =2

(Reserved IP Address) http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xml
http://www.iana.org/assignments/ipv6-address-space/ipv6-address-space.xml

CIHY 2IZA AICHENOI Lt ZtHIALS] BIMOIEN 2 XA ESH= JHeloILE JI2S 0, CA =2 M, AIBHELO|Lt

(Retail Certificate) SHHAL 2RlctE QISA.

2ZE CA(RootCA) OHE2IHOIE A2ZEYN ZSUE S FE UEHNE HIESHD 6t CA CISNE
YAlSt= JHE =2 A 2SI 2

2E QISA H&lES 2ol fIoh R E CAON 2ol Al MY LEHE QASAHA SN CISS otJ|

(Root Certificate) ?Ioh ot CASOIAH Z&E ASA.

RSA Rivest, Shamir, 12| J] Adelman 0ff 2o ZHIHE 3| L33t AIAHE.

RSA Secure Server CA Secure Server ID £ Z&ct= 2SI 2

RSA Secure Server X H2Z|RSA Secure Server 1E)| 202 2H& PKI XX,

H/Z H|Z(Secret Share) HY 3% BHEN M2t CA JHeJIE 2ghot=0 22 OO0IH HI=3 CA JHeIo HI=.

/2 Z53(Secret Sharing) |CPwpbwh2 & 2 S0 W2t CA JieI3| 2ol st O=el SHE flol 22&= CA

IR CIOIEILE JHeIDISl =4t S L.

Secure Server ID YS2AL MY BMOIE MO SSL MES K=ot FIot0l MEEE 22~ 3 )28
015 A

Securs Sockets Layer (SSL) [271 H&0, A0 A HLE 8 AHLIN0E =& =0 S5 =0l Zeeae,
GIOIE 2S8, Mt oI5, HAIK S24, ¥ ¥ MO ZZER0) (e D2 952
NEE]

=or & A 2 SRGEIS MOIAME 0 et 2oF o ZA Q21 SSzs a6 ARe As.

J10/ =(Security and Audit
Requirements (SAR) Guide)

2or 2 E ZE(Security |ZHAMIL LS OHAISH] MOl AISHELO| ZHALE A AtSte A,
and Practices Review)

AbIA HE SE SdAo USAH gAHS SHSZ NEHRAE JHXNA $= 2HAL DL e

(Service Center) QISANe ¢, 2ef, HAl £ HAS a5t fot0 EX dHM 2AES

AE Z02/(Sub-domain) STN XIHHHIS WOIA & JHEMS XHHE 2= SN Ue 23 =2

i & (Subject) QISAHO HAXIZ HAIE Kol HX, AIAE, 2, E2 8 HHY0IK 33310
Saol= JHeD1e AR A= P X0IHL Dt Xtel XItH otoll Rle XY
‘thaf"0lets 80 e, DI QIEMM= HRIDIE ERE EXILL HHIE A=8. e
QISAMO ZetE SIHI0 ASEE 2SotA %2 01522 HHEE

L4 A8 &2 (Subject QIZN &S HAlote FE. & &3 HBE= subjectAltName Lt commonName

Identity Information) SHET0 LIZE SOQ 0188 Z&5IX &8,

619/ CA(Subordinate CA) |Xt&l2l QIS NI 2E CALE THE ot CAN 25t MY E = 2SI,

I8 XK (Subscriber) Helg IEsMe B2, UIEM2 HAO0IH ISHE Zal 22 At J12&8 ASAH2
2R, USAHL HA0NU LaE ASHE UFsE EXE 4ARE J&. I ls
ISAMO LHEE 310l eXlot= JHCIJIE AMSotHU AISE += U= B0l AS

IH Xt oA JHQIOILE D120l JtUXt= N & =ol0F ot= =210l CALE RAOI Slol #EE HAA.

(Subscriber Agreement)

L5 WA STN XItH HZ(2eHA 1,2, 2 3 XIb) LHOI &0 EMSt= HAl.

(Superior Entity)

258 918 2l Sa2 MY BHEUNAM dH ASE2CUEXNZN E2 EHLAMUAM SSESHAHU K2 AFEH0I

Z £(Supplemental Risk YAE 20 ACHEIO| == ZAH =XIE ot A

Management Review)

AW & 04 ZH(Reseller) ST O0L2I0IAM AISHENOILE ZHHIAME CHAIGHH AHIAE OHAIESt= R A

Al BHEl(Symantec) ABHEL FAIGIAN 2/E2 &= CPS 782 2t 2Z 42 040 HYS FEot= AIRHES]

Xt2IAFE 2018

Algtel J Tt B2 Managed PKI D2 S0IH M3&= MHIAZ, S Al2tol S&E CIoOIEHLE AF It

Al A(Symantec Digital HAECZ AE SAUS(ENE =8 &elot= MulA.

Notarization Service)

0/&5tE(Terms of Use) of AR M, 2 220 Ut EdE ASMHE OlSot=0 28t
=
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E0{(Term)

4 9|(Definition)

ME = Xt

JHAISL D18k A2l X, MS, MBlA, Al 2/=2 2882, 12l CP MsX 28
o E

(Trusted Person) 1350 & JRER0 CHolH AKX = STN LHS WAl X, HEX, AEEHE,

e = JY A= ALZ0l Qo 29 SE STN JHAl W X<,

(Trusted Position)

22 + Ase AAEY HAOIL LECZRH &eldoz 2org Adg £+ A= BFRH GtEHH, AZEAN L

(Trustworthy System) Xt el 2F0 ML, HEE 29; TS o Jls 8, MY 2ot HE|
s Hag. L2 £ Us ANAH2 “AZgts AlAEY Q= oIS

AlBHE T4 & 4 2eteloz H28 £ A=, Symantec 2 1S A OIOIE HIOIA2E JIEF Symantec Trust

(Symantec Repository) etwork 2ted HE.

AlBHEL Al gl
lH| E 9/ F(Symantec Trust

AIQHER - 2EHI AL, &

FE0 MARC

Symantec Trust Network Q1S Al 0| 2ol XiEl= 2ASAH I8t 33| |8t 20|04,
2t DAHE A NE L AMZAKSH S AABAM A

Network (STN)) HHZE JtsotAl &

STN & 01X} STN LHOIA CHS = GHLEQI JHQIOILE Df2: AIQHEN ZEAHAL, D2 S& AMHlA HlE,
(STN Participant) THEFOH A, DX, &2 AZ A

STN J|& STN LHOIA QIS Aol &, 2te|, HXl, da& L ASS A8 A, HE, & J|&X
(STN Standards) RUS

05 cojo!
0/&(Unregistered Domain
Name)

S8t 2F
(Valid Certificate)

FE5 &0}
(Validation Specialists)

& Jiz

(Validity Period)
QI2ETIE 2IFAH QIZSMOl EEE CHato 2ME XHsS S=ots THQ 0182 F 20 (S HAIE
(Wildcard Certificate) QIS A.
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